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Definitions and Abbreviations

Bank Central Bank of India

BCP Business Continuity Plan

BOM Bill of Materials

CBS Core Banking Solution

CVC Central Vigilance Commission

DC Data Centre

DRC Disaster Recovery Centre

EMD Earnest Money Deposit

FY Financial year

GST Goods & Service Tax

IT Information Technology

MSME Ministry of Micro, Small & Medium Enterprises
NEFT National Electronic Funds Transfer

NPA Non-Performing Asset

NDA Non-Disclosure Agreement

OEM Original equipment manufacturer

PBG Performance Bank Guarantee

PO Purchase Order

PSE Public Sector Enterprise

PSU Public Sector Undertaking

RBI Reserve Bank of India

RFP Request for Proposal

RTGS Real Time Gross Settlement

SOP Standard Operating Procedures

SP Service Provider

SLA Service Level Agreement

KYC-AML Know your customer- Anti Money Laundering
STR Suspicious Transaction Report

LLMS Loan Lifecycle Management System
CDD/EDD Customer Due Diligence / Enhanced Due Diligence
ALM Asset Liability Management

ESG Environment Social Governance

ICAAP Internal Capital Adequacy Assessment process
MCLR Marginal cost of funds based Lending Rate
RBLR Repo based Lending Rate

EBLR External Bench Mark Lending Rate

ERM Enterprise Risk Management

RWA Risk Weighted assets

CCF Credit Conversion Factor

RAROC Risk Adjusted Return on Capital

RCSA Risk & Control Self assessment

ORRF Operational Risk Resilience Framework
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Request for Proposal (RFP) for Management Audit of Risk Management
Department

1. Introduction:

Central Bank of India herein after referred to as the “Bank”, established in 1911, was nationalized
in the year 1969 and is a leading public sector bank listed on stock Exchanges i.e. BSE/NSE. The
organizational structure of the Bank consists of four tiers viz., Central Office (CO), Zonal Offices
(ZO), Regional Offices (RO) and Branches. Central Office consists of various functional
departments deals with mainly policy formulation, setting of targets and monitoring of performance.
The Bank has set up Zonal Offices to exercise immediate supervision and control over the Regional
Offices, which in turn supervise the branches under their jurisdiction. The Bank has a network of
4556 plus offices, spread across the length and breadth of the country with presence in all the States
and Union Territories of country. The Bank also has specialized branches catering to the specific
needs of Retail customers, Industrial units, corporate clients, Forex dealers, Exporters and
Importers, Small Scale Industries and Agricultural sector.

Bank invites online tender offers (Technical offer and Commercial offer) from eligible, reputed
Bidders for carrying out Management Audit of Risk Management Department of the Bank. .

Core Banking System of the Bank is on B@ncs24. Applications like SDR, LLMS, EFRMS, Trade
Finance, e-treasury, Internet Banking, Cent eeZ etc. are in place.

2. Disclaimer

The information contained in this Request for Proposal Document (RFP Document /Bid Document)
or information provided subsequently to bidder(s) or applicants whether verbally or in documentary
form by or on behalf of Central Bank of India, is provided to the bidder(s) on the terms and
conditions set out in this RFP Document and all other terms and conditions subject to which
information is provided.

This RFP Document is not an agreement and is not an offer or invitation by Bank to any parties
other than the applicants who are qualified to submit the bids (“Bidders”). The purpose of
this RFP document is to provide the Bidders(s) with information to assist the formulation of
their proposals. This RFP document does not claim to contain all the information each bidder may
require. Each bidder should conduct its own independent investigation and analysis and is free to
check the accuracy, reliability and completeness of the information in this RFP document and where
necessary obtain independent information.

Bank makes no representations or warranty and shall incur no liability under any law, statute, rules
or regulations as to the accuracy, reliability or completeness of this RFP Document. Bank may in its
absolute discretion, but without being under any obligation to do so, update, amend or supplement
the information in this RFP Document. All such modifications, updates and amendments will be
part of the RFP.

Bank reserves the right to reject any or all the bids / proposals received in response to this RFP
document at any stage without assigning any reason whatsoever. The decision of Bank in this regard
shall be final, conclusive and binding on all the parties.

Subject to any law to the contrary, and to the maximum extent permitted by law, Bank and its
officers, directors, employees, contractors, agents, and advisers disclaim all liability from any loss
or damage (whether foreseeable or not) suffered by any person acting on or refraining from acting
because of any information including forecasts, statements, estimates, or projections contained in
this RFP document or conduct ancillary to it whether or not the loss or damage arises in connection
with any negligence, omission, default, lack of care or misrepresentation on it.
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3. Invitation for Tender Offer

Central Bank of India (hereby referred “Central Bank of India” or “Bank”) invites offer for
Technical bid (online) and Commercial bid (online) from suitable eligible consulting bidders. In this
RFP document, the term “bidder/vendor/prospective bidder/ project management consultant” refers
to the primary bidder responsible for delivering products/ services mentioned in the scope of work
in this RFP document. The details are given below:

Tender Reference Number GEM/2026/B/7677829
Date of RFP Issue 18/06/2026
Bid Security (EMD) %1,50,000/- (Rupees One Lakh fifty thousand On-

ly) in the form of Bank Guarantee issued by a
Scheduled Commercial Bank other than Central
Bank of India for the entire period of Bid validity
(180 days) plus 3 months or by means of Banker’s
Cheque / Account Payee Demand Draft
/RTGS/NEFT in the account no.- 1122845035 of
Central Bank of |India (IFSC Code -
CBIN0281067) with narration

Tender ref no GEM/2026/B/7677829 in favor of
“Central Bank Of India” and payable at Mumbai.

e-mail IDs for sending queries and Last
Date for submission of queries

smisaudit@centralbank.bank.in
agmisuadit@centralbank.bank.in

Latest by 22/06/2026 up to 11:00 hrs.

Date and time for Pre-Bid Meeting,

24/06/2026 at 11:00 hrs.

Last Date and Time submission of Bids
Mode of bid submission & online portal’s
URL

21/07/2026 up to 15:00 hrs. Mode-Online Govern-
ment e Marketplace (GeM)

Time & Date of Opening of Bids

21/07/2026 at 15:30 hrs.

Response Types

1. Technical Bid + Bid Security
2.Commercial Bid

Address for Communication

General Manager-CA&ID

Central Bank Of India

Central Audit & Inspection Department
Central Office, 3™ Floor, Ewart House
Homi Modi Street, Fort, Mumbai- 400001
E-Mail address:

smisaudit@centralbank.bank.in
agmisaudit@centralbank.bank.in

Contact Telephone Numbers

022-61648659, 022-61648656

The pre bid meeting will be held in person with the bidders. For any clarification with respect to
this RFP, the bidder may send their queries/suggestions, valuable inputs by email to the Bank. It
may be noted that all queries, clarifications, questions etc., relating to this RFP, technical or
otherwise, must be in writing only and should be sent to designated email ID within stipulated time
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as mentioned in the below format :

S.No. | RFP Page | RFP Clause Name | RFP Clause | Bidder’s Query/Suggestion/Remarks
No. & No.

Exemption from submission of EMD shall be given to bidders, who are Micro and Small
Enterprises (MSE) / Startups. The bidder who are MSE has to submit necessary document issued by
NSIC and the bidder who are Startups has to be recognize by Department of Industrial Policy &
Promotion (DIPP) to avail the exemption. To qualify for EMD exemption, firms should necessarily
enclose a valid copy of registration certificate issued by NSIC/DIPP which are valid on last date of
submission of the tender documents. MSE/Startups firms which are in the process of obtaining
NSIC certificate/ DIPP will not be considered for EMD exemption.

Tender offers will normally be opened half an hour after the closing time. Any tender received
without Bid s3ecurity (if required), will be disqualified.

Scope , Terms and Conditions and various format and Performa for submitting the tender offer are
described in the tender document and its Annexures.

The Successful Bidder shall be the single point of contact for all services offered, as described in
the scope of work, and will be fully responsible for the overall delivery, project management and
co-ordination with different stakeholders as specified in sections below of the RFP.

4. Objective of the Tender Document:

The Banking environment is ever changing and accordingly BANK requirements would be varied
and recurring in nature. Bank is issuing this Request for Proposal (“’RFP””) for Management Audit
of Risk Management Department of the Bank. The scope of work is described in detail in — “Scope
of Work” of this RFP. Bank seeks comprehensive technical and commercial proposals from
"bidders" who have the capabilities to meet Banks requirements and have a serious interest in
providing the services. This RFP document provides information on Bank and the requested scope
of work, and instructions for the preparation and submission of the RFP Response by the bidder to
perform the scope of work.

The objectives of this RFP are:
1. Scope Definition: To present the eligible bidders with understanding of Bank requirements
for Management audit of Risk Management Department of the Bank.

2. Proposal Request: To invite detailed proposals from bidders as per the objectives defined in
this RFP and adhering to stipulated terms and conditions.

3. Bidder Selection: To shortlist bidders for comprehensive technical and commercial
evaluations and award the contract to the selected bidder, taking into consideration
evaluation parameters defined in this RFP.

The Successful Bidder shall be the single point of contact for all services offered, as described in
the scope of work, and will be fully responsible for the overall delivery, project management and
co-ordination with different stakeholders as specified in sections below of the RFP.
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5. Duration of Contract

The overall activities of the project is expected to be completed in the time period of 4 months.
Depending upon the requirement, it is required to depute the resources on site accordingly as per the
requirements of the Bank for the various activities mentioned in Scope of Work.

6. For Respondent Only

The RFP document is intended solely for the information of the party to whom it is issued
(“bidder/vendor/Service Provider (SP) / prospective bidder/ project management consultant”) and
no other person or organization.

7. Structure of the RFP Document

This RFP document consists of the following information:
a) Overview and scope of services to be provided by selected bidder including the scope of
work.
b) Technical and commercial evaluation methodology which shall be followed to select the
successful bidder and
c) Terms and conditions for this RFP document, subject to Bank’s entering into a separate
contract after selecting the bidder, which shall detail the terms and conditions thereof.

A detailed set of annexure and appendix are provided to the bidder for formulation of responses.
These annexures would assist Bank in effectively normalizing the bidder’s response for various
areas including bidder’s qualification criteria, technical requirements, proposed team strength,
commercial proposals etc. The list of such annexure and appendix is provided in this document.

8. Costs Borne by Respondents

All costs and expenses incurred by Recipients / Respondents in any way associated with the
development, preparation, and submission of responses, including but not limited to attendance at
meetings, discussions, demonstrations, etc. and providing any additional information required by
Bank, will be borne entirely and exclusively by the Recipient / Respondent.

9. No Legal Relationship

No binding legal relationship will exist between any of the Recipients / Respondents and Bank until
execution of a contractual agreement.

10. Recipient Obligation to Inform Itself

The Recipient must conduct its own investigation and analysis regarding any information contained
in the RFP document and the meaning and impact of that information.

11. Ownership of Intellectual Property Rights shall remain with the Bank
The work carried out during the project period related to this RFP which includes the Systems,

Products and Processes developed etc. would be the Exclusive property of the Bank. The Consultant
is expected to provide the knowledge transfer and all the relevant documents.
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The Consultant is required to maintain the confidentiality and expected not to share/use this
knowledge / information without prior written permission of the Bank.

12. RFP Details

Bid submission will be effective upon Bank receiving the RFP response in the above manner. The
bid must contain all documents, information, and details required by this RFP. If the submission to
this RFP does not include all the information required or is incomplete or submission is through Fax
/ offline mode, the RFP is liable to be rejected.

All submissions, including any Banking documents, will become the property of Bank. Recipients
shall be deemed to license, and grant all rights to Bank to reproduce the whole or any portion of
their submission for the purpose of evaluation, to disclose the contents of the submission to other
Recipients who have done bid submission and to disclose and/or use the contents of the submission
as the basis for any resulting RFP process, notwithstanding any copyright or other intellectual
property right that may subsist in the submission or Banking documents.

13. Bid Validity Period

Bid will remain valid and open for evaluation according to their terms for a period of at least 120
days from the last date of RFP submission.

14. Requests for Information

All queries relating to the RFP, technical or otherwise, must be in writing only to the Specified
Point of Contact and email addresses. However, Bank may in its absolute discretion seek, but
under no obligation to seek, additional information or material from any Respondents after the bid
submission closes and all such information and material provided must be taken to form part of that
Respondent’s response. Respondents should invariably provide details of their email addresses for
any communication. If Bank in its absolute discretion deems that the originator of the question will
gain an advantage by a response to a question, then Bank reserves the right to communicate such
response to all Respondents. Bank may in its absolute discretion engage in discussion or
negotiation with any Respondent (or simultaneously with more than one Respondent) after the RFP
closes to improve or clarify any response.

15. Disqualification

Any form of canvassing/lobbying/influence/query regarding short listing, status etc. will be a
disqualification.

16. Process of Request for Proposal

Selection of a successful consultant will involve following stages.
1) Receipt of bid document from the bidders
2) Opening of the bid
3) Eligibility Bid Evaluation

4) Technical Bid Evaluation and Bidder Presentation
5) Commercial Bid opening and Evaluation
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17.

Eligibility Criteria

The Bidder must fulfill following eligibility criteria:

# | Eligibility of the Bidder Documents to be submit- | Compliance
ted (Y/N)

Bidder’s Financial Strength

1. | Bidder should be a Registered company under | Copy of the Certificate of
Indian  Companies  Act. 1956/2013  or | Incorporation issued by
LLP/Partnership firm and should have been in | Registrar of  Compa-
existence for a minimum period of 5 years in In- | nies/Registrar of firms and
dia, as on date of submission of RFP. full address of the regis-

tered office of the bidder
along with Memorandum &
Articles of  Association/
Partnership Deed.

2. | Bidder should be registered under G.S.T and/or | Proof of registration with
tax registration in state where bidder has a regis- | GSTIN
tered office.

3. | The bidder must have an average turnover of | Copy of audited Balance
minimum Rs.500 crores per annum during the | Sheet and
last three financial years (i.e. 2022-23, 2023-24, | Certificate of the Chartered
2024-25) in India as per the audited balance | Accountant for preceding
sheet available at the time of submission of ten- | three FYs.
der, of individual company and not as group of
companies.

4. | The bidder should have made operating profits in | Copy of audited Balance
at least two financial years out of last three fi- | Sheet along with profit and
nancial years. (i.e. 2022-23, 2023-24, 2024-25) loss statement and

Certificate of the Chartered
Accountant for preceding
three FYs.

5. | The bidder should have a positive net worth in | Certificate of the Chartered
last three financial years. (i.e. 2022-23, 2023-24, | Accountant for preceding
2024-25) three FYs.

Bidder Experience

6. | The Bidder must have carried out similar en- Credential letter
gagement in at least two Scheduled Commercial | OR
Bank ( havipg business of Rs. 2.0 Lgkh Crore) Copy of Purchase order/
in India during the last five years Bidder should .

. .. . Contract copy /Client con-
have carried out similar engagement in any two . .
) firmation email should be
of the below given areas- o
from company Email id of
a) Credit Risk the client. On going pro-
b) Market Risk jects will also be consid-
c) Operation Risk ered, however at least 1
d) Asset Liability Management (ALM) project should be complet-
e) Operational Risk Resiliency Framework | ed.
(ORRF)
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# | Eligibility of the Bidder Documents to be submit- | Compliance
ted (Y/N)
f) Fraud Risk Management
g) Enterprise Risk Management
h) ICAAP(Internal Capital Adequacy As-
sessment Process)
i) Liquidity Risk Management

7. | The bidder must have 100 skilled resources on | Submit the undertaking
the payroll of the company. self-declaration on Compa-

ny’s letter head

Bidder Compliance

8. | At the time of bidding, the Bidder should not Submit the undertaking
have been blacklisted / debarred/ by any Govt. / | self-declaration on Compa-
IBA/RBI/PSU /PSE/ or Banks, Financial insti- ny’s letter head
tutes for any reason or non-implementation/ de-
livery of the order. Self-declaration to that effect
should be submitted along with the technical bid.

9. | At the time of bidding, there should not have Submit the undertaking
been any pending litigation or any legal dispute | self-declaration on Compa-
in the last five years, before any court of law be- | ny’s letter head
tween the Bidder and the Bank regarding supply
of goods/services.

10. | Bidder should not have - Submit self-declaration on

e NPA with any Bank /financial institu- Company’s letter head.
tions in India
Any case pending or otherwise, with any organi-
zation across the globe which affects the credibil-
ity of the Bidder in the opinion of Central Bank
of India to service the needs of the Bank.

11.| If the bidder is from a country which shares a Certified copy of the regis-
land border with India, the bidder should be reg- | tration certificate
istered with the Competent Authority.

12.| The Bidder should not be owned or controlled Undertaking to be given by
by any Director, officer or employee of Central | the Bidder at time of sub-
Bank of India or by related party having the same | mission.
meaning as assigned under section 2(76) of the
companies act or relative having same meaning
as assigned section 2(77) of companies act 2013
read with rule 4 of the companies (specification
of definition details) rules 2014.

Bank reserves the right to verify references provided by the Bidder independently. Any decision of
bank in this regard shall be final, conclusive, and binding up on the bidder. Bank may accept or
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reject an offer without assigning any reason whatsoever.

The bidder must submit only such document as evidence of any fact as required herein. The Bank,
if required, may call for additional documents during the evaluation process and the bidder will be
bound to provide the same.

Central Bank of India reserves the right to verify references provided by the Bidder independently.
Any decision of CBI in this regard shall be final, conclusive, and binding up on the bidder. CBI
may accept or reject an offer without assigning any reason whatsoever.

1) Bidders need to ensure compliance to all the eligibility criteria points.

2) In-case of corporate restructuring the earlier entity’s incorporation certificate, financial state-
ments, Credentials, etc. may be considered.

3) In case of business transfer where Bidder has acquired a Business from an entity (“Seller”),
work experience credentials of the Seller in relation to the acquired business may be considered.

4) Bidder must provide credential letter document.

5) Scheduled Commercial Bank does not include Payments Bank, Cooperative Banks or RRBs.

6) While submitting the bid, the Bidder is required to comply with inter alia the following CVC
guidelines detailed in Circular No. 03/01/12 (No.12-02-6 CTE/SPI (I) 2 / 161730 dated
13.01.2012): ‘Commission has decided that in all cases of procurement, the following guide-
lines may be followed:

i. In RFP, either the Indian agent on behalf of the Bidder/OEM or Bidder/OEM itself can
bid but both cannot bid simultaneously for the same item/product in the same RFP. The
reference of 'item/product' in the CVC guidelines refer to ‘the final solution that bidders
will deliver to the customer.

ii. If an agent submits bid on behalf of the Bidder /OEM, the same agent shall not submit a
bid on behalf of another Bidder /OEM in the same RFP for the same item/product. ’

18. Bid - Evaluation Process

18.1 Bidder Selection/Evaluation Process:
The Technical Evaluation of only those bidders would be taken up, who are otherwise found
eligible in the eligibility criteria laid down in this RFP.

Various stages of technical evaluation are presented below:
1. Matching the clear eligibility criteria.
2. Short-listing of the bidders based on the fully matched criteria.
3. Arriving at the score on technical proposal.
4. Commercial proposal Evaluation
5. Arriving at final score on Techno-commercial basis

At the sole discretion and determination of the Bank, the Bank may add any other relevant criteria
for evaluating the proposals received in response to this RFP.

The technical qualification cut — off for opening of the commercial bid opening would be 70% (70
marks out of 100). Bank may, at its sole discretion, decide to seek more information from the
respondents in order to normalize the bids. However, respondents will be notified separately, if such
normalization exercise as part of the technical evaluation is resorted to.
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Sr. No. | Particulars Total Award-

Marks ed Scoring Mech-
Marks anism

1 Number of years of relevant Con- | 10 Marks More than 10
sultancy Experience in Risk Man- years Exp.- 10
agement Department of Scheduled marks
commercial Bank in India . 6 - 10 years

Exp. - 7 marks
Please provide the relevant docu- Upto 5 years
ments like reference letter/ Copy of Exp. - 5 marks
PO / Email confirmation from Cli-
ents / contract copy etc.

2 Similar Engagement in Scheduled | 40 Marks S marks for
Commercial Banks in India in the each  engage-
below given any two areas during ments in
the last five years- scheduled

a) Credit Risk commercial
b) Market Risk Bank ( Refer-
¢) Operation Risk ence Bank
d) Asset Liability Management should  have
(ALM) minimum busi-
e) Operational Risk Resiliency ness of Rs 2.0
Framework (ORRF) Lakh crore)
f) Fraud Risk Management Each engage-
g) Enterprise Risk Management ment should be
h) ICAAP(Internal Capital having separate
Adequacy Assessment PO / Refer
Process) )
ences covering
1) Liquidity Risk Management any two of giv-
en areas.
Please provide the relevant docu-
ments like reference letter, Copy of
PO, Email confirmation from Clients
, contract copy etc.

3 Details of team proposed —Project | 20 Marks More than 7
Leader and Team members and their Resources
qualification and experience in rele- —20 Marks
vant areas- 4-6 Kkey re-

sources 15

Qualification & Experience: Compa- Marks
ny Secretary / MBA/ Chartered Ac- Below 4 re-
countant/ Economist/ Master’s De- sources
gree having at least 10 years of rele- —10 Marks
vant experience in any of below giv-
en areas-

a) Credit Risk

b) Market Risk

c) Operation Risk

d) Asset Liability Management
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(ALM)

e) Operational Risk Resiliency
Framework (ORRF)

f) Fraud Risk Management

g) Enterprise Risk Management

h) ICAAP(Internal Capital
Adequacy Assessment
Process)

i) Liquidity Risk Management

3 Presentation on proposed Approach, | 30 Marks Evaluation to
Methodology , Work Plan, team be done by
composition and their expertize - committee

Marking criteria-

Scope understanding-5 marks
Proposal Description - 10 marks
Approach methodology , project
planning and timelines for comple-
tion - 15 marks

100 Marks

Minimum Qualifying Score will be 70% of the Technical Evaluation Criteria. However, Bank may
at its discretion, may increase / reduce the qualifying score at its discretion and Bank decision will
be final .

Also the Bank may, at its sole discretion, decide to seek more information from the bidders in order
to normalize the bids. However, bidders will be notified separately, if such normalization exercise is
resorted to.

18.3 Commercial Evaluation Criteria

The commercial bid of only technically qualified bidders shall be opened.. The Bank will notify the
date and time for The Bank will determine whether the Commercial Bids are complete, unqualified
and unconditional. Omissions, if any, in costing any item shall not entitle the firm to be
compensated and the liability to fulfill its obligations as per the Scope of the RFP within the total
quoted price shall be that of the bidder.

18.4 Techno-Commercial Evaluation:

The score(s) will be calculated for all technically qualified bidders using the formula: -

S = (03 x —minimum ) + (07 X Tob.tamed )
quoted highe

(Minimum Commercial Quote/Quoted Price) x 30% + (Technical Score/Highest Technical Score) x
70%

(Technical will carry 70% weightage and Commercial will carry weightage of 30%)

Highest scores so obtained using the above method shall be declared as successful bidder.

In case of tie-up in Techno-Commercial evaluation score, the bidder scoring highest technical score
will be declared as successful bidder.
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Bank reserves the right to negotiate with the successful bidder, if required.

Bidders to note that:

1.
ii.
iil.

iv.

Vi.
Vii.
Viii.

1X.

xi.
Xii.

Xiil.

The Bank at its discretion may validate the claims made by the individual. In the event
such a claim turns out to the false the Bank may at its discretion either disqualify the
bidder or may choose not to consider the Bank as a credential for scoring.

The Bidder should quote the Best Competitive Commercial Bid.

In case there is variation between numbers and words; the value mentioned in words
would be considered.

In the event the Bidder has not quoted or has omitted any mandatory service required for
the assignment it shall be deemed that the Bidder shall provide the service at no
additional cost to the Bank.

Please note that in the event of the Bank conducting a normalization exercise, the bids
submitted after normalization would be evaluated as per the evaluation methodology.
Bank’s committee will evaluate the Technical Evaluation criteria and will decide
whether to accept or reject any submission. Committee’s decision will be final and
binding on all the bidders.

The Technical scores / marks awarded by bank’s evaluation committee shall be final and
binding on all the bidders. No correspondence or discussion in this regard shall be
entertained.

Bank reserves the right to Negotiate with the successful bidder .

Bidder must take care in filling price information in the Commercial Offer, to ensure that
there are no typographical or arithmetic errors.

Where there is a discrepancy between the amount mentioned in the bid and the line-item
total present in the schedule of prices, the amount obtained on totaling the line items in
the Bill of Materials will prevail

If there is a discrepancy in the total, the correct total shall be arrived at by Bank

The price would be inclusive of all applicable taxes under the Indian law like customs
duty, freight, forwarding, insurance, delivery, etc. but exclusive of only applicable GST,
which shall be paid / reimbursed on actual basis on production of bills with GSTIN. Any
increase in GST will be paid in actuals by the Bank or any new tax introduced by the
government will also be paid by the Bank. The entire benefits / advantages, arising out
of fall in prices, taxes, duties or any other reason, must be passed on to Bank. The price
quoted by the bidder should not change due to exchange rate fluctuations, inflation,
market conditions, and increase in custom duty. The Bank will not pay any out-of-pocket
expense. No escalation in price quoted is permitted for any reason whatsoever. Prices
quoted must be firm till the completion of the contract.

Tendering process need not be cancelled merely on the grounds that a single tender was
received provided that the single bid received is evaluated to be substantially responsive
and deemed fit for award. Bank reserves right to proceed and award the tender to single
bidder in case only one bidder participates in the tender / qualifies in the technical bid
evaluation. Bank can negotiate with such single bidder, if required.

19. Bid Security (Earnest Money Deposit-EMD)

An amount of %1,50,000/- (Rupees One Lakh fifty thousand Only) in the form of Bank Guarantee
issued by a scheduled Bank other than Central Bank of India for the entire period of Bid validity
plus 3 months or by means of Account Payee Demand Draft/ Banker’s cheque /RTGS/NEFT in the
account no1122845035 of Central Bank of India (IFSC Code — CBIN0281067 with narration
Tender ref no GEM/2026/B/7677829 in favour of “Central Bank Of India” and payable at
Mumbai/Navi Mumbai.
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19.1 The EMD / Bid Security shall be liable to be forfeited:

1) If a Bidder withdraws its tender during the period of tender validity specified by the Bidder;
or
2) If the Bidder does not accept the correction of its Tender Price; or
3) If the successful Bidder fails within the specified time to:
a. Sign the Contract; or
b. Furnish the required security deposit.
4) The EMD / Bid Security will be refunded to the Successful Bidder, only after furnishing an
unconditional and irrevocable Performance Bank Guarantee (PBG).
5) The EMD / Bid Security of unsuccessful Bidders shall be returned as promptly as possible
after completion of bidding process.

20. Performance Bank Guarantee (PBG)

1) As mentioned above, the Successful Bidder will furnish an unconditional and irrevocable
Performance Bank Guarantee (PBG) from scheduled commercial Bank other than Central
Bank of India, in the format given by the Bank in for Performance Bank Guarantee, for 5%
of the total project cost valid for 12 months, validity of PBG starting from its date of issu-
ance. The PBG shall be submitted by the bidder within 21 days from the date of acceptance
of the Purchase Order.

2) The PBG so applicable must be duly accompanied by a forwarding letter issued by the issu-
ing Bank on the letterhead of the issuing Bank. Such forwarding letter shall state that the
PBG has been signed by the lawfully constituted authority legally competent to sign and ex-
ecute such legal instruments. The executor (BG issuing Bank Authorities) is required to
mention the Power of Attorney number and date of execution in his / her favour with author-
ization to sign the documents.

3) Each page of the PBG must bear the signature and seal of the PBG issuing Bank and PBG
number.

4) In the event of the Successful Bidder being unable to service the contract for whatever rea-
son, Bank may provide a cure period of 30 days and thereafter invoke the PBG, if the bidder
is unable to service the contract for whatever reason.

5) In the event of delays by Successful Bidder in deliverables , service beyond the schedules
given in the RFP, the Bank may provide a cure period of 30 days and thereafter invoke the
PBG, if required.

6) Notwithstanding and without prejudice to any rights whatsoever of the Bank under the con-
tract in the matter, the proceeds of the PBG shall be payable to Bank as compensation by the
Successful Bidder for its failure to complete its obligations under the contract, indicating the
contractual obligation(s) for which the Successful Bidder is in default.

7) The Bank shall also be entitled to make recoveries from the Successful Bidder's bills or any
other amount due to him, the equivalent value of any payment made to him by the Bank due
to inadvertence, error, collusion, misconstruction or misstatement.

8) The PBG may be discharged / returned by Bank upon being satisfied that there has been due
performance of the obligations of the Successful Bidder under the contract. However, no in-
terest shall be payable on the PBG.

21. Cost of Bidding

The bidder shall bear all the costs associated with the preparation and submission of bid and Bank
will in no case be responsible or liable for these costs regardless of the conduct or outcome of the
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bidding process.

22. Scope of Work

The broad scope shall include Management Audit of the Bank’s Risk Management
Department(RMD) which includes Major sub verticals of the Department, their functions, Processes
, Policies , regulatory compliance, Governance Oversight , Operational Resiliency and overall
general working of the department with a view to suggest suitable changes, improvisations in the
Department to make Department forward looking, agile in terms of Governance & Regulatory
Compliances and Management of Risk management Functions effectively and efficiently . The
Major Sub-verticals of the Risk Management Department of the Banks are-

a) ALM and Market Risk
b) Credit Risk

c) Operational Risk

d) Credit Rating

e) ERM and ECL

f) FRMC

g) ESG and Capital

The Management Audit shall be conducted with reference to Board-approved policies/frameworks,
applicable RBI guidelines, internal SOPs/manuals, system-generated reports, committee-approved
processes and records made available by the Bank.

The details scope of work is given as under-

Workstream Detailed list of activities
1.Risk Govern- 1. Evaluate the current risk governance framework of the bank and pro-
ance Structure pose improvements to make it more effective and robust.
ii. Conduct a competitive analysis of the Bank's Risk Management De-

partment by evaluating the size of the team, the levels of seniority,
and the skill sets of its members. This assessment should be compared
to similar departments at peer institutions and should take into ac-
count the Bank's business size.

iil. Examine the current organizational and risk culture of the bank and
recommend changes that align with international standards for im-
provement.

2.Credit Risk & 1. Assess all policies related to credit risk and propose improvements

Internal Rating and changes that align with the bank's business growth and risk goals,
as well as its organizational structures.

ii. Improvement of credit risk policies, processes, governance structures,
and control frameworks to align with regulatory guidelines and indus-
try best practices.

1ii. Improvement of credit risk policies, processes, governance structures,
and control frameworks to align with regulatory guidelines and indus-
try best practices.

iv. Examine the system and procedures for monitoring credit risk.

v. Examine the current models, systems, and processes used for moni-
toring credit risk.
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Workstream

Detailed list of activities

Vi.

Vii.

Viil.

iX.

Xi.

Xii.

Xiil.

X1v.
XV.

XVi.

XVii.

Perform a gap analysis on the management reports presented to Top
Management and the relevant committees.

Guidance on creating dashboards for monitoring credit risk is essen-
tial, whether it's for individual accounts, entire portfolios, or at the
bank level.

Credit risk monitoring includes PDs, LGDs, SMAs, large exposures,
sovereign exposures, rating transitions, PQIs, and other credit risk
variables that the Advisor considers significant.

Evaluate the process and frequency of all reporting to supervisory au-
thorities and internal committees.

Advise and develop new management reports that provide top man-
agement with actionable insights on risks and opportunities.
Evaluating the present practice of submitting RBI related Tranche da-
ta and finding the Gap. Review SOPs, policy, framework, and SQL
queries related to tranche data.

capital calculation methodologies and reporting framework and dis-
closures implemented by the Bank under RBI guidelines for Credit
Risk

Review end-to-end Capital Computation and RWA, Leverage ratio
framework, including system logic, manual interventions, guarantee-
covered exposures, CCR (Counterparty Credit Risk) in investment
book, undrawn limits and capital optimization.

Review of Analysis conducted for different Portfolio/segments.

Review of methodology adopted for Industry Analysis and Industry
Outlook.

Review of Internal Rating and Credit Review framework of the Bank.
Review of Dynamic Rating framework.

3 .Market Risk

ii.

iil.

1v.

Vi.

Analysing the existing market risk policies, procedures, and reports to
identify gaps.

Enhancement of the market risk related processes, and governance
structure and control framework in line with the regulatory guidelines
and best industry practices.

Analysis and recommendation with respect to overall mid office func-
tion viz-a-viz best industry practices.

Analysis the gaps in current valuation methodologies, including the
calculation methods for various risk factors such as PV01, Net over-
night open position (NOOP), Day light position, Aggregate gap limit
(AGL), Value at Risk (VAR), Expected Shortfall (ES), Duration and
Modified Duration. It should suggest alternative methodologies if the
existing ones are insufficient or inappropriate.

Conduct a comprehensive assessment of the types and frequency of
management reports is necessary. Recommendations should be made
for the introduction and enhancement of new management reports,
particularly concerning Market Risk, including the appropriate fre-
quency for these reports and the relevant committees (ALCO, RMCB,
and Board) to which they will be submitted.

Evaluate stress testing process for market risk is required, along with
recommendations for corrective measures. This should include a de-
tailed strategy aimed at enhancing the overall effectiveness and exe-
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Workstream

Detailed list of activities

Vii.

Viil.

IX.

cution of the stress testing framework.

Review existing stress testing scenarios suggest enhancements by
modifying the yield curve shape, foreign exchange volatility, equity
conditions, and forward-looking scenarios that are influenced by mac-
roeconomic factors.

Advise on current Back Testing process and suggest enhancements
for the same.

Advising on creation of real time monitoring dashboard for market
risk variables for the consumption of Top Management.

Evaluating the present practice of submitting RBI related Tranche da-
ta and finding the gaps through review of SOP, policy, framework,
and SQL queries related to tranche data.

4.Asset Liabil-
ity Management

ii.

1il.

1v.

Vi.

Vii.

Viil.

iX.

A comprehensive evaluation of Asset Liability Management (ALM)
alongside other pertinent policies and procedures is necessary, with
recommendations for their improvement and the enhancement of the
governance framework.

A comprehensive gap analysis of the preparation process for various
Asset Liability Management (ALM) regulatory and management re-
ports, such as the Liquidity Coverage Ratio (LCR), Net Stable Fund-
ing Ratio (NSFR), Structural Liquidity Support (SLS), and stock rati-
0s, is required. This analysis should be accompanied by a detailed
plan aimed at enhancing both the turnaround time (TAT) and the ac-
curacy of these reports.

Perform an assessment of the current IRRBB framework in relation to
the target standards and offer recommendations for improvements.

A comprehensive evaluation of the existing stress testing framework
concerning Asset Liability Management (ALM), including Liquidity
Risk and Interest Rate Risk in the Banking Book (IRRBB), is neces-
sary to identify gaps and propose improvements. Additionally, it is
essential to recommend methods for integrating the outcomes of
stress testing into capital and liquidity planning processes

Validation of behavioural models {NMD(SB and CD, TD), Fixed rate
loans, CC/OD etc.} used for ALM profiling

Evaluating the present practice of submitting RBI related Tranche da-
ta and finding the Gap. Preparation of SOP, policy, framework and
SQL queries related to tranche data.

Review of methodology used for computation of MCLR &
EBLR/RBLR.

Review of documentations-SOP’s/Manuals in line with RBI guide-
lines

Review of Transfer Price Mechanism- Procedure/ Methodology for
calculation of Inter Branch Interest Rates.

5.Operational
risk manage-
ment

1l

iil.

Perform a gap analysis comparing the current Operational Risk Man-
agement framework to the desired level, ensuring alignment with RBI
guidelines and industry best practices as per guidance note on opera-
tional risk management and operational resilience dated 30.04.2024.
The improvement of policies, processes, governance structures, and
control frameworks related to operational risk will be aligned with
regulatory guidelines and industry best practices.

Providing guidance on a risk governance framework that aligns with
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Workstream

Detailed list of activities

1v.

Vi.

Vii.

Viii.

1X.

X1.

Xil.

the overall organizational structure of the bank and each individual
business unit, while specifying the roles and responsibilities at every
level.

Consultant to advise to improve the operational risk management ca-
pabilities of the Bank.

Gap in the current systems capabilities and advise for enhancement of
tools for operational risk.

A thorough gap analysis of the existing RCSA framework is to be
conducted, followed by the refinement of the framework to align with
regulatory guidelines, prevailing best practices, and the organizational
structure and business model of the bank.

Review of KRI framework of the Bank and improving it to effective-
ly identify pertinent risks at the desired intervals.

An assessment of the existing regulatory and management reports is
necessary to identify gaps. Recommendations should include improv-
ing the current reports, as well as developing new management and
regulatory reports that could enhance compliance, facilitate monitor-
ing, and support better decision making processes.

Evaluation of the existing stress testing framework pertaining to op-
erational risk, along with recommendations for its improvement and
enhancement.

Assess current incident reporting and management framework to
identify gaps, along with recommendations for its improvement.
Review policies in alignment with the evolving guidelines set forth by
the RBI, including the RBI Direction on Outsourcing of IT Services,
the RBI Direction on Outsourcing of Financial Services, and the up-
dated methodology for computing Risk-Weighted Assets pertaining
to Operational Risk, among others.

Evaluating the present practice of submitting RBI related Tranche da-
ta and finding the Gap. Preparation of SOP, policy, framework and
SQL queries related to tranche data.

6.ICAAP

ii.

iil.

iv.

Vi.

Vii.

Conduct materiality assessment of all new and emerging risks to iden-
tify all key risks relevant for the Bank to be captured in the bank’s
ICAAP framework

Development/ Enhancement of risk assessment methodologies and
templates for all the key risk identified under Pillar 2.

Enhance the capital planning template in line with the recommenda-
tions and consolidation of capital planning at Group level.

Review of the ICAAP policy to assess major risk arising from Banks
business and conduct.

Conduct a gap analysis of the Bank's ICAAP Document and provide
recommendations for further enhancements. Suggest enhanced
frameworks and strategies addressing critical risk domains, including
but not limited to ESG, Group Risk, Reputational Risk, Compliance
Risk, Cybersecurity Risk, Legal Risk, and Fraud Risk (the list provid-
ed is for illustrative purposes and is not comprehensive).

Provide guidance on the procedures or frameworks for Capital Plan-
ning and the establishment of Risk Appetite.

Development of Group ICAAP Framework as per the RBI guidelines

and industry practices.
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Workstream

Detailed list of activities

Viil.

1X.

X1.

Xil.

Xiil.

X1V.

XV.
XVi.

XVil.

Guidance on incorporating Stress Test outcomes into Capital Plan-
ning, Liquidity Management, and Risk Appetite considerations.
Evaluating the present practice of submitting RBI related Tranche da-
ta and finding the Gap.

Provide guidance and develop a comprehensive methodology to as-
sess the bank's exposure to all material risks, calculate the capital re-
quirements under Pillar 2, and design a structured I[CAAP review
format for quarterly reporting

assist the Bank in up gradation of existing risk management systems,

models and processes for implementing advanced risk measurement
approaches compliant with the regulatory requirements and industry
best practices.

Review and enhancement of existing Stress testing framework as per
RBI guidelines and best industry practices.

Preparation of framework for escalation and disincentive structure for
the Risk appetite limits

Review policy and methodology and suggest enhancements to com-
pute the Risk adjusted return on capital and Economic capital, its
components such as cost of capital, cost of funds and operational ex-
penses. Creating templates for calculation of RAROC at portfolio and
product level.

Review of Model risk framework.

Suggest Improvement for overall framework for managing Pillar I,

Pillar II and other emerging risks including Banks Disclosures to all
the stakeholders.

Preparation of Framework along with the policy for Conduct Risk

7.Fraud Risk
Management

1) Review of Fraud Risk Management Policy implementation, covering fraud
prevention, detection, reporting, monitoring, recovery and closure frame-

work.

ii) Review and suggestion enhancement of role and functioning of FRMC-
RMD, including fraud data repository, root cause analysis, trend analysis,
fraud-prevention scenarios and coordination with concerned departments.

iii) Review of Early Warning Signals/Red Flagged Account framework from
fraud-risk perspective, including reporting timelines, investigation/audit pro-
cess and monitoring of pending cases.

iv) Review of process for fraud classification, including Show Cause Notice,
adherence to principles of natural justice, reasoned order and approval by
competent authority/Fraud Declaration Committee.

v) Review of reporting of frauds to RBI through FMR/CIMS, including cor-
rectness of key dates, classification, updates and timelines.

vi) Review of Daily Irregularity Statement/Near Miss Event reporting process,

Page 22 of 88




RFP for Management Audit of Risk
Management Department

tainable Finance
and Climate
Risk

Workstream Detailed list of activities
including IRMS reporting, escalation, investigation and closure.
vii)Review of reporting to Board/SCBMF, including fraud trend analysis, root
cause analysis, staff accountability status, recovery status and control-
strengthening measures.
8. ESG, Sus- i) Review of ESG governance framework, including role and functioning of

Green Cell, Climate Risk Cell and Nodal Officers.

ii) Review of ESG strategy, target setting, action plans, progress monitoring and
reporting to competent committees.

iii) Review & enhancement of Sustainable Finance Framework implementation,
including eligible project identification, use-of-proceeds classification, exclu-
sion criteria, Sustainable Finance Register, allocation and impact reporting.

iv) Review & enhancement of ESG due diligence in lending portfolio and moni-
toring of financed projects.

v) Review & Enhancement of ESG scorecard implementation for Corpo-
rate/MSME borrowers with exposure of Rs. 100 crore and above.

vi) Review of integration of climate risk considerations into credit apprais-
al/renewal, including physical risk, transition risk and borrower climate resil-
ience.

vii)Review of climate risk stress testing/scenario analysis and identification of
critical portfolios/hard-to-abate sectors.

viii)  Review of ESG data framework, including data sources, data collection,
Scope 1/Scope 2 emissions data, carbon footprint tools and source-to-report
controls for ESG disclosures.

8.Training &

1. Conduct training sessions for our staff to ensure effective implementation of

Development the enhanced risk management framework
9.Regulatory i. Ensure that our risk management practices and policies comply with all rele-
Compliance vant regulatory requirements

10. Technology
application re-
view

-Review the functioning / process flow of existing technology / application
used for calculation of Capital/ RWA Calculation for credit Risk, Market Risk,
GCM, ALM Solution.

Note- The scope of Work includes review , identifying gaps, suggesting enhancements by
providing working templates , methodology , approach for plugging the gaps .

23. Methodology and Deliverables
The consultant shall conduct the assessment through document review, process walkthroughs,
interaction with concerned departments, system/report walkthroughs, source-to-report validation,
data reconciliation and review of committee records/MIS/returns made available by the Bank.

The consultant shall submit the following deliverables:
i. Inception note/project plan;
ii. Document/data requirement list;
iii. Draft observations with risk categorization;
iv. Management response matrix;
v. Final Assessment report along with presentation with executive summary;
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vi. Actionable recommendation tracker indicating issue, risk, recommendation for
enhancement .

24. Limitation of Scope
The assignment shall be a Management Audit of the Risk Management Department of the Bank. .
The consultant shall not undertake the role of fraud-declaration authority, disciplinary authority,
regulatory reporting owner or competent committee, and shall not assume ownership of any
operational decision. Sample checking, wherever undertaken, shall be limited to verification of
process effectiveness, data accuracy, control adequacy and reporting reliability.

List of key professionals

The Bidder should make available all Key Personnel ONSITE during the contract period. If
required ,the bidder should make available additional resources on site as and when required to
complete the deliverables as per RFP Scope with in defined timelines. The consultant should pro-
vide a project plan with monthly deliverables.

25. Payment Terms
1) 10% payment on reporting and draft discussions

i1) 40% payment on completion of study of each sub verticals and submission of first draft
report

ii1) 30% payment on submission of 2" Draft report

iv) 10% on submission of final report

The Bill of Material

Description Total Cost GST Amount Grand Total
(Rs.) (TCO + GST
Amount) (Rs.)

Consultancy Fee for
the Management Audit
of Risk management
Department of the
Bank

Total Cost in Words:

Project Duration- 6 Months from date of issuance of PO.

26. Opening of Bids
Bids received within the prescribed closing date and time will be opened through Online mode.

The bids shall be opened in 2 phases:
In Phase 1, Technical bid shall be opened per the schedule given in the RFP.

In Phase 2, Commercial Bids of only bidders who meet the Technical Evaluation cut-off shall
be opened. The Bidders may join online for tender Opening at the time of opening of Financial
Bids. However, the results of the Financial Bids of all Bidders shall be available on the GeM
Portal after the completion of opening process.
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27.

28.

29.

30.

31.

32.

33.

Proposal Modification
No additions or changes to any bidder's proposal will be allowed after the deadline for bidders
to submit their proposals, unless such modification is specifically requested by Bank.

Clarification of Bids

During the bid evaluation, the Bank may, at its discretion, ask the bidders for clarifications with
respect to their bids. The request for clarification and the response shall be in writing, and no
change in the price or substance of the bid shall be sought, offered or permitted. Bank has the
right to disqualify the bidder(s) whose clarifications are found not suitable for the requirement
according to the scope of the work.

Cost of Responses

Bank will not be liable for any costs or expenses incurred by the bidders arising in any way
from the preparation and submission of the RFP response and any matter concerning the RFP is
to be at the bidder’s sole risk, cost and expense.

No commitment to accept lowest or any bid

The Bank shall be under no obligation to accept the lowest or any other offer received in
response to this tender notice and shall be entitled to reject any or all offers including those
received late or incomplete. Bank reserves the right to make changes in the terms and conditions
of purchase. Bank will be under no obligation to have discussions with any bidder, and/or
entertain any representation.

Bid Validity Period
The offer should hold good for a period of 120 days from the last date of bid submission.

Addendum/ Corrigendum

1. Bank may issue an Addendum/Corrigendum from time to time and at any time prior to the
Closing Date.

2. Any Addendum/Corrigendum that may be issued to clarify the RFP or to effect
modifications to the RFP, including the Scope of Work and SLAs shall be published in
Bank’s website.

3. To the extent there is any inconsistency between an Addendum/Corrigendum and this RFP,
the Addendum/Corrigendum will prevail and if between two or more
Addenda/Corrigendum, the last issued Addendum/Corrigendum will prevail.

Pre Bid Meeting
For clarification of doubts of the bidders on issues related to this RFP, the Bank intends to hold
a Pre-Bid Meeting on the date and time as indicated in the RFP.

For any clarification with respect to this RFP, the bidder may send an email to
smisaudit@centralbank.bank.in . The format to be used for seeking clarification is mentioned in
Pre-bid Query Format as per annexures. It may be noted that all queries, clarifications, questions
etc., relating to this RFP, technical or otherwise, must be in writing only and should be to the
designated e-mail ID as stated earlier.

Written requests for clarification may be submitted to the Bank as per the schedule mentioned in
the RFP prior to pre-bid meeting and clarifications for such queries shall be provided by Bank
or its representative in the meeting. It may be noted that no queries of any bidder shall be
entertained after the last date for submission of queries via e-mail. Only two authorized
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34.

35.

36.

37.

representatives of the will be allowed to attend the meeting. Bank may or may not respond to all
the queries of the bidder.

Rejection of Bids
The Bank reserves the right to reject any or all the bids or scrap the bidding process at any stage
without assigning any reason.

Signing of Contract

The Successful Bidder shall be required to enter into a contract with Bank, within twenty one
(21) days of the award of the Contract or within such extended period, as may be specified by
Bank. The Contract will be based on this RFP, Purchase Order and the corrigendum. However,
if any new Terms & conditions are proposed by the Bank, the same shall be discussed &
mutually agreed. However the terms and conditions of purchase order and RFP shall constitute a
binding contract till such a contract is executed. Vendor is also required to execute the Non-
Disclosure Agreement (NDA) with the Bank.

Legal Compliance

The Successful Bidder hereto agrees that it shall comply with all applicable union, state and
local laws, ordinances, regulations and codes in performing its obligations hereunder, including
the procurement of license, permits and certificates and payment of taxes where required. If at
any time during the term of this agreement, the Bank is informed or information comes to the
Bank’s attention that the Successful bidder is or may be in violation of any law, ordinance,
regulation, or code (or if it is so decreed or adjudged by any court, tribunal or other authority),
the Bank shall be entitled to terminate this agreement with immediate effect.

1. The Successful bidder shall maintain all proper records, particularly but without limitation
accounting records, required by any law, code, practice or corporate policy applicable to it
from time to time including records, returns and applicable documents under the Labor
Legislation.

2. The Successful bidder shall ensure payment of minimum wages to persons engaged by it in
accordance with the applicable laws . In case the same is not paid, the liability under the act
shall solely rest with the Successful Bidder.

Governing Law and resolution of dispute

1. All disputes or differences whatsoever arising between the parties out of or in relation to the
construction meaning and operation or effect of the Contract / Tender Documents or breach
thereof shall be settled amicably. If, however, the parties are not able to solve them
amicably, the same shall be settled by arbitration in accordance with the applicable national
laws, and the award made in pursuance thereof shall be binding on the parties. Any appeal
will be subject of the exclusive jurisdiction of courts at Mumbai and the language of the
arbitration proceedings and that of all documents and communication between the parties
shall be in English.

2. The Contract shall be governed and interpreted in accordance with laws enforced in India.
And will be subject to the exclusive jurisdiction of courts at Mumbai ( with the exclusion of
all other courts)

3. The Successful Bidder shall continue work under the Contract during the arbitration
proceedings unless otherwise directed in writing by the Bank or unless the matter is such
that the work cannot possibly be continued until the decision of the arbiter, as the case may
be, is obtained. The venue of the arbitration shall be in Mumbai.
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38.

39.

40.

41.

42,

43.

44.

Amendment to Contract
No variation in or modification of the conditions of the contract shall be made except
exclusively asked by Bank and shall be in written only. .

Correspondence and Notices

Any correspondence or notice from one party to another under the terms of the contract shall be
served by hand / email and confirmed in writing to the party’s address. A notice shall be
effective from the date when delivered.

Governing Language
All correspondences and other documents pertaining to the contract shall be in English.

Cancellation of Contract and Compensation

The Bank reserves the right to cancel the contract of the selected bidder and recover expenditure

incurred by the Bank on the following circumstances:

* The selected bidder commits a breach of any of the terms and conditions of the bid/contract.

* The bidder goes into liquidation voluntarily or otherwise.

* An attachment is levied or continues to be levied for a period of 7 days upon effects of the bid.

* The progress regarding execution of the contract, made by the selected bidder is found to be
unsatisfactory.

* If deductions on account of liquidated Damages exceeds more than 10% of the total contract
price.

After the award of the contract, if the selected bidder does not perform satisfactorily or delays
execution of the contract, the Bank reserves the right to get the balance contract executed by
another party of its choice by giving two months’ notice for the same. In this event, the selected
bidder is bound to make good the additional expenditure, which the Bank may have to incur to
carry out bidding process for the execution of the balance of the contract. This clause is
applicable, if for any reason, the contract is cancelled. The Bank reserves the right to recover
any dues payable by the selected bidder from any amount outstanding to the credit of the
selected bidder, including the pending bills and/or invoking Bank Guarantee, if any, under this
contract or any other contract/order.

Non-payment of professional Fees:

If any of the items/activities as mentioned in the price bid and as mentioned in Total Cost of
Ownership (TCO) items are not taken up by the Bank during the course of this assignment, the
Bank will not pay the professional fees quoted by the vendor in the Price Bid against such
activity/item.

Subcontracting

The vendor shall not subcontract or permit anyone other than its personnel or related firms /
entities to perform any of the work, service or other performance required of the vendor under
the contract.

Liquidated Damage

The successful bidder must strictly adhere to the schedules for completing the assignments.
Failure to meet these Implementation schedule, unless it is due to reasons entirely attributable
to the bank, may constitute a material breach of the successful bidder's performance. In the
event that the Bank is forced to cancel an awarded contract (relative to this RFP) due to the
successful bidder's inability to meet the established delivery dates, and also the bank may take
suitable penal actions as deemed fit.
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45.

46.

47.

Penalty: The successful bidder shall agree to the penalties structure in accordance with the
following:

The Liquidated Damages (LD) shall be 1% of amount for services delivery and which have
been delayed for each week or part thereof for delay until actual delivery or performance.
However, the total amount of Liquidated Damages deducted will be pegged at 10% of the
contract value. Once the maximum is reached, the Bank may consider termination of the
contract and other penal measure will be taken like forfeiture of EMD, Foreclosure of BG etc.

In this context Bank may exercise both the rights simultaneously or severally. In case the Bank
exercises its right to invoke the Bank guarantee and not to terminate the contract, the Bank may
instruct to concerned bidder to submit fresh Bank guarantee for the same amount in this regard.

In case delay is attributable to Bank, proper evidence should be produced by Bidder.

Force Majeure

1) The parties shall not be liable for default or non-performance of the obligations under the
contract, if such default or non-performance of the obligations under this contract is caused
by any reason or circumstances or occurrences beyond the control of the parties, as a result
of force majeure. For the purpose of this clause, “Force Majeure” shall mean an event
beyond the control of the parties, including but not limited to, due to or as a result of or
caused by acts of God, wars, epidemic/pandemic, insurrections, riots, earth quake and fire,
events not foreseeable but does not include any fault or negligence or carelessness on the
part of the parties, resulting in such a situation.

2) In the event of any such intervening Force Majeure, each party shall notify the other party in
writing of such circumstances and the cause thereof immediately within seven business
days. Unless otherwise directed by the other party, the party pleading Force Majeure shall
continue to perform/render/discharge other obligations as far as they can reasonably be
attended/fulfilled and shall seek all reasonable alternative means for performance affected
by the Event of Force Majeure.

3) In such a case, the time for performance shall be extended by a period(s) not less than the
duration of such delay. If the duration of delay continues beyond a period of three months
due to force majeure situation, the parties shall hold consultations with each other in an
endeavor to find a solution to the problem. However bidder shall be entitled to receive
payments for all services actually rendered up to the date of termination of date of
agreement. The financial constraints by way of increased cost to perform the obligations
shall not be treated as a force majeure situation if the obligations can otherwise be
performed.

Survival of Clauses

Any provision or covenant of this RFP or subsequent Agreement, which expressly, or by its
nature, imposes obligations beyond the expiration, or termination of this Agreement, shall
survive such expiration or termination.

Audits

The Bank / Regulators reserves the right to conduct an audit/ongoing audit of the consulting
services provided by the Service Provider either directly or through third party partly or fully.
The bidder must make all necessary changes as mentioned by the results of these audits. Bank
will incur the cost of appointment of a third party for audit. The bidder must ensure that the
findings of the audit are successfully closed by the bidder within a mutually agreed timeline.
The Successful Bidder(s) shall allow Bank, it’s authorized Personnel, its auditors (internal and
external) and/or other statutory authorities, and unrestricted right to inspect and audit the
operations and records directly related to the services. The Cost & Accounting Records will be
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48.

49.

50.

1)

out of scope for the purpose of audit conducted by Bank. If the Successful Bidder(s) is
outsourcing any portion of the above activity, it will be the responsibility of the Successful
Bidder(s) to ensure that the authorities/officials as mentioned above are allowed access to the
places, systems, processes, records (except Cost & Accounting Records) etc. of the activity, for
inspection and verification.

The Successful Bidder(s) shall keep complete and accurate records of all the operations in
connection with the activities, prevalent best practices in the industry. All books, records (except
Cost & Accounting Records) and information relevant to the services shall be preserved in
isolation and be presented to Bank or its designees for inspection as and when demanded.

The Successful Bidder(s) should recognize the right of Reserve Bank of India (RBI) to cause an
inspection to be made of the Successful Bidder(s) / service provider and its books and accounts
by one or more of its officers or employees or other designated person. Except in cases of
regulatory and statutory audits, Bank shall not exercise right to audit more than twice in a
financial year.

Expenses and Taxes

The cost should include all related expenses. There are no additional expenses reimbursable by
Bank. The bidder is expected to quote unit price in Indian Rupees as part of the commercial bid.
The price would be inclusive of all applicable taxes under the Indian law like customs duty,
freight, forwarding, insurance, delivery, etc. but exclusive of only applicable GST, which shall
be paid / reimbursed on actual basis on production of bills with GSTIN. Any increase in GST
will be paid in actuals by Bank or any new tax introduced by the government will also be paid
by Bank The entire benefits / advantages, arising out of fall in prices, taxes, duties or any other
reason, must be passed on to Bank. The price quoted by the bidder should not change due to
exchange rate fluctuations, inflation, market conditions, and increase in custom duty, excise tax
etc. The Bank will not pay any out of pocket expense.

Assignment
Bank may assign the services provided therein by the Bidder in whole or as part of a corporate
reorganization, consolidation, merger, or sale of substantially all of its assets. Bank shall have
the right to assign such portion of the services to any of the consultant, at its sole option, or
upon the occurrence of any of the following:
i. Bidder refuses to perform;

ii. Bidder is unable to perform;

iii. Termination of the contract with the Bidder for any reason whatsoever;

iv. Expiry of the contract.
Such right shall be without prejudice to the rights and remedies, which Bank may have against
the Bidder. The Bidder shall ensure that the said consultant shall agree to provide such services
to Bank at no less favorable terms than those provided by the Bidder and shall include
appropriate wordings to this effect in the agreement entered into by the Bidder with such
consultant. The assignment envisaged in this scenario is only in certain extreme events such as
refusal or inability of the Bidder to perform or termination/expiry of the contract/project.

Indemnity

The Bidder shall indemnify the Bank, and shall always keep indemnified and hold the Bank, its
employees, personnel, officers, directors, harmless from and against any and all losses, liabili-
ties, claims, actions, costs and expenses (including attorney’s fees) relating to, resulting directly
or indirectly from or in any way arising out of any claim, suit or proceeding brought against the
Bank as a result of:
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2)

3)

4)

i. Bank’s authorized / bonafide use of the Deliverables and/or the Services provided by
Bidder under this RFP or any or all terms and conditions stipulated in the SLA (Service
level Agreement) or PO and/or

ii. Relating to or resulting directly from infringement of any third party patent, trademarks,
copyrights etc. or such other statutory infringements in respect of all components pro-
vided to fulfill the scope of this project.

iii. An act or omission of the Bidder, employees, agents, sub-contractors in the performance
of the obligations of the Bidder under this RFP or, any or all terms and conditions stipu-
lated in the SLA(Service level Agreement) or Purchase Order(PO) and/or

iv. Claims made by employees or subcontractors or subcontractors’ employees, who are
deployed by the Bidder, against the Bank and/or

v. Breach of any of the term of this RFP or breach of any representation or false represen-
tation or inaccurate statement or assurance or covenant or warranty of the Bidder under
this RFP or; any or all terms and conditions stipulated in the SLA (Service level Agree-
ment) or PO and/or

vi. Any or all Deliverables or Services infringing any patent, trademarks, copyrights or
such other Intellectual Property Rights and/or

vii. Breach of confidentiality obligations of the Bidder contained in this RFP or; any or all
terms and conditions stipulated in the SLA (Service level Agreement) or PO and/or

viii. Negligence or gross misconduct attributable to the Bidder or its employees, agent or
sub-contractors.

The Bidder shall further indemnify the Bank against any loss or damage arising out of
claims of infringement of third-party copyright, patents, or other intellectual property issued
or registered in India, provided however,

i. The Bank notifies the Bidder in writing immediately on aware of such claim,

ii. The Bidder has sole control of defense and all related settlement negotiations,

iii. The Bank provides the Bidder with the assistance, information and authority reasonably
necessary to perform the above, and

iv. The Bank does not make any statement or comments or representations about the claim
without prior written consent of the Bidder, except under due process of law or order of
the court. It is clarified that the Bidder shall in no event enter into a settlement, compro-
mise or make any statement (including failure to take appropriate steps) that may be det-
rimental to the Bank’s (and/or its customers, users and Bidders) rights, interest and repu-
tation.

The Bidder shall compensate the Bank for direct financial loss suffered by the Bank, if the
Bidder fails to fix bugs, provide the Modifications / Enhancements / Customization as re-
quired by the Bank as per the terms and conditions of this RFP and to meet the Service Lev-
els as per satisfaction of the Bank.

Additionally, the Bidder shall indemnify, protect and save the Bank against all claims, loss-
es, costs, damages, expenses, action, suits and other proceedings, suffered by bank due to
the following reasons:

i. that the Deliverables and Services delivered or provided under this Agreement infringe a
patent, utility model, industrial design, copyright, trade secret, mask work or trademark
in any country where the Deliverables and Services are used, sold or received; and/or
The Bidder shall indemnify the Bank in case of any mismatch of ITC (Input Tax Credit)
in the GSTR 2A, where the Bank does not opt for retention of GST component on sup-
plies.
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ii.

all claims, losses, costs, damages, expenses, action, suits and other proceedings resulting
from infringement of any patent, trade-marks, copyrights etc. or such other statutory in-
fringements under any laws including the Copyright Act,1957 or Information Technolo-
gy Act, 2000 or any Law, rules, regulation, bylaws, notification time being enforced in
respect of all the Hardware, Software and network equipment or other systems ( if appli-
cable ) supplied by them to the Bank from whatsoever source, provided the Bank noti-
fies the Bidder in writing as soon as practicable when the Bank becomes aware of the
claim however:

a. The Bidder has sole control of the defense and all related settlement negotiations.

b. The Bank provides the Bidder with the assistance, information and authority reason-
ably necessary to perform the above and bidder is aware of the rights to make any
statements or comments or representations about the claim by Bank or any regulato-
ry authority. Indemnity would be limited to court or arbitration awarded damages and
shall exclude indirect and incidental damages and compensations.

5) Bidder shall have no obligations with respect to any Infringement Claims to the extent that
the Infringement Claim arises or results from:

a. Bidder’s compliance with Bank’s specific technical designs or instructions (except
where Bidder knew or should have known that such compliance was likely to result
in an Infringement Claim and Bidder did not inform Bank of the same);

b. Inclusion in a Deliverable of any content or other materials provided by Bank and
the infringement relates to or arises from such Bank materials or provided material;

c. Modification of a Deliverable after delivery by Bidder to Bank if such modification
was not made by or on behalf of the Bidder;

d. operation or use of some or all of the Deliverable in combination with products, in-
formation, specification, instructions, data, materials not provided by Bidder; or (v)
use of the Deliverables for any purposes for which the same have not been designed
or developed or other than in accordance with any applicable specifications or doc-
umentation provided under the applicable Statement of Work by the Bidder; or

e. Use of a superseded release of some or all of the Deliverables or Bank’s failure to
use any modification of the Deliverable furnished under this Agreement including,
but not limited to, corrections, fixes, or enhancements made available by the Bidder.

6) In the event that Bank is enjoined or otherwise prohibited, or is reasonably likely to be en-
joined or otherwise prohibited, from using any Deliverable as a result of or in connection
with any claim for which Bidder is required to indemnify Bank under this section according
to a final decision of the courts or in the view of Bidder, Bidder, may at its own expense and
option:

(1) Procure for Bank the right to continue using such Deliverable;

(i) Modify the Deliverable so that it becomes non-infringing without materially altering
its capacity or performance;

(iii) Replace the Deliverable with work product that is equal in capacity and performance
but is non-infringing; or

(iv) If such measures do not achieve the desired result and if the infringement is estab-
lished by a final decision of the courts or a judicial or extrajudicial settlement, the
Bidder shall refund the Bank the fees effectively paid for that Deliverable by the
Bank subject to depreciation for the period of Use, on a straight line depreciation
over a 3 year period basis. The foregoing provides for the entire liability of the Bid-
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der and the exclusive remedy of the Bank in matters related to infringement of third
party intellectual property rights.

7) The Bank warrants that all software, information, data, materials and other assistance pro-
vided by it under this Agreement shall not infringe any intellectual property rights of third
parties, and agrees that it shall at all times indemnify and hold Bidder harmless from any
loss, claim, damages, costs, expenses, including Attorney’s fees, which may be incurred as a
result of any action or claim that may be made or initiated against it by any third parties al-
leging infringement of their rights.

51. Confidentiality of Bid documents and Confidentiality of the Project
1. Bank may update or revise the RFP document or any part of it. The Recipient acknowledges
that any such revised or amended document is received subject to the same terms and
conditions as this original and subject to the same confidentiality undertaking.
2. “Confidential Information” means any and all information that is or has been received by
the Successful Bidder (“Receiving Party”) from Bank (“Disclosing Party”) and that:

* Relates to the Disclosing Party; and

* Is designated by the Disclosing Party as being confidential or is disclosed in circumstances
where the Receiving Party would reasonably understand that the disclosed information
would be confidential or

* Is prepared or performed by or on behalf of the Disclosing Party by its employees,
officers, directors, agents, representatives or consultants.

* Without limiting the generality of the foregoing, Confidential Information shall mean and
include any information, data, analysis, compilations, notes, extracts, materials, reports,
drawings, designs, specifications, graphs, layouts, plans, charts, studies, memoranda or
other documents, or materials that may be shared by Bank with the Bidder.

* “Confidential Materials” shall mean all tangible materials containing Confidential
Information, including, without limitation, written or printed documents and computer
disks or tapes, whether machine or user readable.

* Information disclosed pursuant to this clause will be subject to confidentiality for the term
of contract plus two years. Notwithstanding anything to the contrary contained herein the
confidential information shall continue to remain confidential until it reaches the public
domain in the normal course.

3. The Receiving Party shall, at all times regard, preserve, maintain and keep as secret and
confidential all Confidential Information and Confidential Materials of the Disclosing Party
howsoever obtained and agrees that it shall not, without obtaining the written consent of the
Disclosing Party:

* Unless otherwise agreed herein, use any such Confidential Information and materials for
its own benefit or the benefit of others or do anything prejudicial to the interests of the
Disclosing Party or its customers or their projects.

* In maintaining confidentiality hereunder the Receiving Party on receiving the confidential
information and materials agrees and warrants that it shall:

* Take at least the same degree of care in safeguarding such Confidential Information and
materials as it takes for its own confidential information of like importance and such
degree of care shall be at least, that which is reasonably calculated to prevent such
inadvertent disclosure;

* Keep the Confidential Information and Confidential Materials and any copies thereof
secure and in such a way so as to prevent unauthorized access by any third party;

e Limit access to such Confidential Information and materials to those of its directors,
partners, advisers, agents or employees, sub-contractors and contractors who are directly
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52.

involved in the consideration/evaluation of the Confidential Information and bind each of
its directors, partners, advisers, agents or employees, sub-contractors and contractors so
involved to protect the Confidential Information and materials in the manner prescribed in
this document; and

Upon discovery of any unauthorized disclosure or suspected unauthorized disclosure of
Confidential Information, promptly inform the Disclosing Party of such disclosure in
writing and immediately return to the Disclosing Party all such Information and materials,
in whatsoever form, including any and all copies thereof.

4. The Receiving Party who receives the confidential information and materials agrees that on
receipt of a written demand from the Disclosing Party:
* Immediately return all written Confidential Information, Confidential materials and all

copies thereof provided to, or produced by it or its advisers, as the case may be, which is
in Receiving Party’s possession or under its custody and control;

To the extent practicable, immediately destroy all analyses, compilations, notes, studies,
memoranda or other documents prepared by it or its advisers to the extent that the same
contain, reflect or derive from Confidential Information relating to the Disclosing Party;
So far as it is practicable to do so immediately expunge any Confidential Information
relating to the Disclosing Party or its projects from any computer, word processor or other
device in its possession or under its custody and control; and

To the extent practicable, immediately furnish a certificate signed by its director or other
responsible representative confirming that to the best of his/her knowledge, information
and belief, having made all proper enquiries the requirements of this paragraph have been
fully complied with.

5. The restrictions in the preceding clause shall not apply to:
* Any information that is publicly available at the time of its disclosure or becomes publicly

available following disclosure (other than as a result of disclosure by the Disclosing Party
contrary to the terms of this document); or any information which is independently
developed by the Receiving Party or acquired from a third party to the extent it is acquired
with the valid right to disclose the same.

Any disclosure required by law or by any court of competent jurisdiction, the rules and
regulations of any recognized stock exchange or any enquiry or investigation by any
governmental, statutory or regulatory body which is lawfully entitled to require any such
disclosure provided that, so far as it is lawful and practical to do so prior to such
disclosure, the Receiving Party shall promptly notify the Disclosing Party of such
requirement with a view to providing the Disclosing Party an opportunity to obtain a
protective order or to contest the disclosure or otherwise agree to the timing and content of
such disclosure.

The Confidential Information and materials and all copies thereof, in whatsoever form shall at
all times remain the property of the Disclosing Party and its disclosure hereunder shall not
confer on the Receiving Party any rights whatsoever beyond those contained in this document.

The confidentiality obligations shall survive the expiry or termination of the agreement between
the Consultant and Bank. Consultant has to execute Non-Disclosure Agreement/Undertaking
with Bank as per format shared by the Bank.

Successful Bidder’s Personnel

The Successful Bidder will agree, acknowledge and covenant that:

The personnel to be employed by the successful Bidder for carrying out the Works have and
will continue to use all the skill, care and diligence reasonably to be expected of such
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suitably qualified and experienced personnel having regard to the value, scale, character and
quality of the Works;

2. The personnel employed shall have the necessary qualifications and skill-sets as agreed to
by Bank.

3. The Successful Bidder shall have necessary stand-by arrangements available in case of
absence of personnel for leave or any other reason;

4. In case of services of an existing employee of the Successful Bidder are withdrawn /
terminated by the Successful Bidder, sufficient notice has to be given to Bank and a
replacement of equivalent qualification and experience should be deployed; and

5. Bank shall have the right to require the Successful Bidder to remove any of their personnel
for misconduct or any other reason specified by Bank.

53. Professionalism:
The Consultant should provide professional, objective and impartial advice at all times and
hold the Bank’s interests paramount and should observe the highest standard of
professionalism .

54. Substitute of Project Team Members

During the assignment, the substitution of key staff identified for the assignment will not be
allowed unless such substitution becomes unavoidable to overcome delay in implementation
or is critical to meet the obligation. In such circumstances, the bidder can do so only with the
concurrence of Bank by providing other staff of the same level of qualifications and expertise.
In such case name of any person changes during any stage of the project, the qualifications
and experience of the new person should be equivalent to or higher than that provided in the
response to the RFP which is acceptable to the Bank.

55. Integrity Pact (IP)

e Each Participating bidder/s shall submit Integrity Pact, as per attached Annexure.

e Duly stamped for I500 (Rupees Five Hundred Only). Integrity pact should be submitted by
all participating bidders at the time of submission of bid documents or as per satisfaction of
the Bank. The Non submission of Integrity Pact, as per time schedule prescribed by Bank
may be relevant ground of disqualification for participating in Bid process. Hard copy of the
Integrity Pact to be submitted to Bank prior to bid opening.

e Bank has appointed Independent External Monitor (hereinafter referred to as IEM) for this
pact, whose name and e-mail ID are as follows:

i. Shri Anant Kumar [anant in@yahoo.com]
ii. Mr. Nirmal Anand Joseph Deva [mail: meghanadeva2022@gmail.com]

e [EM’s task shall be to review — independently and objectively, whether and to what extent
the parties comply with the obligations under this pact.

o [EM shall not be subjected to instructions by the representatives of the parties and perform
his functions neutrally and independently.

e Both the parities accept that the IEM has the right to access all the documents relating to the
project/procurement, including minutes of meetings.

Page 34 of 88



RFP for Management Audit of Risk
Management Department

56.

57.

58.

59.

Conflict of Interest

The bidder shall disclose to Bank in writing all actual and potential conflicts of interest that
exist, arise or may arise (either for the bidder or the bidder’s team) in the course of performing
the Service(s) as soon as practical after it becomes aware of that conflict.

Corrupt and fraudulent practices

As per Central Vigilance Commission (CVC) directives, it is required that Service Provider
observe the highest standard of ethics during the execution of such contracts in pursuance of this
policy: “Corrupt Practice” means the offering, giving, receiving or soliciting of anything of
values to influence the action of an official in the procurement process or in contract
execution AND

“Fraudulent Practice” means a misrepresentation of facts in order to influence a procurement
process or the execution of contract to the detriment of the Bank and includes collusive practice
among Service Providers (prior to or after bid submission) designed to establish bid prices at
artificial non-competitive levels and to deprive the Bank of the benefits of free and open
competition.

The Bank reserves the right to reject a proposal for award if it determines that the Service
Provider recommended for award has engaged in corrupt or fraudulent practices in competing
for the contract in question.

The Bank reserves the right to declare a firm/Service Provider ineligible, either indefinitely or
for a stated period of time, to be awarded a contract if at any time it determines that the firm has
engaged in corrupt or fraudulent practices in competing for or in executing the contract.

Information Ownership

All information transmitted by successful Bidder belongs to the Bank. The Bidder does not
acquire implicit access rights to the information or rights to redistribute the information unless
and until written approval sought in this regard. The Bidder understands that civil, criminal, or
administrative penalties may apply for failure to protect information appropriately, which is
proved to have caused due to reasons solely attributable to bidder. Any information considered
sensitive by the Bank must be protected by the successful Bidder from unauthorized disclosure,
modification or access. The Bank’s decision will be final if any unauthorized disclosure have
encountered. Types of sensitive information that will be found on Bank system’s which the
Bidder plans to support or have access to include, but are not limited to Information subject to
special statutory protection, legal actions, disciplinary actions, complaints, IT security, pending
cases, civil and criminal investigations, etc. The successful Bidder shall not publish or disclose
in any manner, without the Bank’s prior written consent, the details of any security safeguards
designed, developed, or implemented by the Bidder or existing at any of the Bank location. The
Bidder will have to also ensure that all sub-contractors who are involved in providing such
security safeguards or part of it shall not publish or disclose in any manner, without the Bank’s
prior written consent, the details of any security safeguards designed, developed, or
implemented by the Bidder or existing at any Bank location.

Publicity

Any publicity by the bidder in which the name of Central Bank of India is to be used should be
done only with the explicit written permission of Central Bank of India.
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60. Land Border Sharing Clause
The Bidder must comply with the requirements contained in O.M. No. 6/18/2019-PPD, dated
23.07.2020 Order (Public Procurement No. 1), Order (Public Procurement No. 2) dated
23.07.2020 and Order (Public Procurement No. 3) dated 24.07.2020. Bidder should submit the
undertaking in Annexurel7: Land Border Sharing Undertaking in this regard and also provide
copy of registration certificate issued by competent authority wherever applicable.

Para 1 of Order (Public Procurement No. 1) dated 23-7-2020 and other relevant provisions are
as follows:

1)

2)

3)

Any bidder from a country which shares a land border with India will be eligible to bid in

this tender only if the bidder is registered with Competent Authority.

“Bidder” (including the term ‘tenderer’, ‘consultant’ or ‘service provider’ in certain con-

texts) means any person or firm or company, including any member of a consortium or joint

venture (that is an association of several persons, or firms or companies), every artificial ju-

ridical person not falling in any of the descriptions of bidders stated hereinbefore, including

any agency branch or office controlled by such persons, participating in a procurement pro-

cess.

“Bidder from a country which shares a land border with India” for the purpose of this Order

means: -

1. An entity incorporated, established, or registered in such a country; or

ii. A subsidiary of an entity incorporated, established or registered in such a country; or

iii. An entity substantially controlled through entities incorporated, established or registered
in such a country; or

iv. An entity whose beneficial owner is situated in such a country; or

v. An Indian (or other) agent of such an entity; or

vi. A natural person who is a citizen of such a country; or

vii. A consortium or joint venture where any member of the consortium or joint venture falls
under any of the above.

The beneficial owner for the purpose of (iii) above will be as under.

a) In case of a company or limited liability partnership, the beneficial owner is the natural
person(s). Who, whether acting alone or together, or though one or more judicial person,
has a controlling ownership interest or who exercises control through other means.

Explanation

i. “Controlling ownership interests” means ownership of or entitlement to more than
twenty-five per-cent of shares or capital or profits of the company.

ii. “Control” shall include the right to appoint majority of the directors or to control
the management or policy decisions including by virtue of their shareholding or
management rights or shareholder’s agreements or voting agreements.

b) In case of partnership firm, the beneficial owner is the natural person(s), who, whether
acting alone or together or through one or more judicial person, has ownership of enti-
tlement to more than fifteen per-cent of capital or profits of the partnership.

c) In case of an unincorporated association or body of individuals, the beneficial owner is
the natural person(s), who, whether acting alone or together or through one or more judi-
cial person, has ownership of or entitlement to more than fifteen per-cent of the property
or capital or profits of such association or body of individuals.
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d) Where no natural person is identified under (1) or (2) or (3) above, the beneficial owner
is the relevant natural person(s), who hold the position of senior managing official.

¢) In case of trust, the identification of beneficial owner(s) shall include identification of
the author of the trust, the trustee, the beneficiaries with fifteen per-cent or more interest
in the trust and any other natural person exercising ultimate effective control over the
trust through a chain of control or ownership.

f) An agent is a person employed to do any act for another, or to represent another in deal-
ings with third persons.

61. Penalty

62.

1y

2)

3)
4)

All Deliverables / reports need to be submitted within 15 days from the actual deliverable
date / completion of the activity. A penalty will be imposed on delay of more than 15 days
on account of the Bidder on submitting the necessary Deliverables / reports @ 1% of
Milestone bill payable per month and part thereof subject to maximum 10% of Project Cost.
The consultant should onboard all its team members within two week Calendar days from
the date of issuance of Purchase Order.

The bidder needs to provide Credit Note towards penalty imposed as and when required.

The Bank reserves the right to terminate the contract on account of non-completion of the
project.

Bid Submission

1)

2)

3)

4)

3)

Bidders satisfying the eligibility conditions (mentioned in Eligibility Criteria) and General
terms and conditions specified in this document, may submit their bid through Government
e-Marketplace (GeM) on or before the time-line stipulated in Invitation for Tender Offers.
All responses received after the due date/time be considered late and would be liable to be
rejected. Government e Marketplace (GeM) portal will not allow lodgement of RFP
response after the deadline. It should be clearly noted that the Bank has no obligation to
accept or act on any reason for a late submitted response to RFP. The Bank has no liability
to any Bidder who lodges a late RFP response for any reason whatsoever.

Bank will not accept the bid through any other mode except GeM.

The scanned copy of the receipt of making transaction is required to be uploaded on GeM
portal at the time of “final online bid submission The RFP response without proof of amount
paid towards Bid Security are liable to be rejected.

Guarantee of an equal amount issued by a scheduled commercial Bank (other than Central
Bank of India) located in India, valid in the form provided in the RFP (Annexure 13: Bid
Security (Earnest Money Deposit)). The Demand Draft should be of a Commercial Bank
only (other than Central Bank of India) and will be accepted subject to the discretion of the
Bank.

Tender Schedule (Key Dates):

The Bidders are strictly advised to follow the Dates and Times as indicated in the Time
Schedule in the detailed tender Notice for the Tender. Ensure that no activity or transaction can
take place outside the Start and End Dates and time of the stage as defined in the Tender
Schedule.

1)

At the sole discretion of the tender Authority, the time schedule of the Tender stages may be
extended.

63. Technical and Commercial Offers

Technical Offer:
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1) The Technical Offer (TO) should be complete in all respects and contains all information
asked for, in this document.

2) It should not contain any price information. But a copy of the commercial bid without
mentioning the price should be attached with Technical Offer (TO). However, any mention
of price in Technical Offer (TO) will result in disqualification of the bid.

3) The Technical Offer (TO) must be submitted in an organized and structured manner. All the
product brochures / leaflets / manuals etc. should be submitted along with the Technical
Offer (TO). The technical offer should be in compliance with technical requirement /
specifications.

4) The Technical Offer (TO) must contain the proof of submission of bid security. Without any
of these two, bidder will be disqualified, and bid submitted by them will not be considered
for process.

Commercial Bids of only technically qualified Bidders shall be opened on the basis of technical
proposal.

The Commercial Offer (CO) should be complete in all respect. It should contain only the price
information as per Annexure - Commercial Bill of Materials.

64. Insurance

The equipment (hardware/software, etc.) supplied under the contract shall be fully insured by the
Service Provider against loss or damage incidental to manufacture or acquisition, transportation,
storage, delivery, and installation. The insurance shall be obtained by the Service Provider, naming
Central Bank of India as the beneficiary, for an amount equal to 100% of the invoiced value of the
goods on an "all risks" basis, covering risks such as damage, theft, fire, or natural disasters. The
period of insurance shall remain in effect until the supplied components are accepted by the Bank,
and the rights to the property are transferred to the Bank at its premises. In the event of any loss or
damage, the Service Provider shall initiate and pursue the claim until settlement. Additionally, the
Service Provider must promptly make arrangements for the repair and/or replacement of any
damaged items, irrespective of the settlement of the claim by the underwriters. Furthermore, the
Service Provider shall ensure that the insurance policy remains valid throughout the supply,
transportation, and installation period, and any gaps in coverage shall be rectified immediately. The
Service Provider shall also provide the Bank with necessary documentation of the insurance policy,
claim details, and any associated correspondence with the underwriters. If as part of Contract,
hardware(s) / Software(s) / Component(s) are not supplied, then Insurance will not be applicable.

65. Confidentiality & Non-Disclosure

1) The bidder is bound by this agreement for not disclosing the Banks data and other infor-
mation. Resources working in the premises of the Bank are liable to follow the rules and
regulations of the Bank.

2) The document contains information confidential and proprietary to the Bank. Additionally,
the bidder will be exposed by virtue of the contracted activities to the internal business and
operational information of the Bank, affiliates, and/or business partners, disclosure of receipt
of this tender or any part of the aforementioned information to parties not directly involved
in providing the requested services could result in the disqualification of the bidders, prema-
ture termination of the contract, or legal action against the bidder for breach of trust.
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66.

3)

4)

3)

6)

No news release, public announcement or any other reference to the order, relating to the
contracted work if allotted with the assignment or any program hereunder shall be made
without written consent from the Bank.

As the bidder providing support services for multiple Banks, the bidder at all times should
take care to build strong safeguards so that there is no mixing together of information/ doc-
uments, records and assets is happening by any chance.

The bidder should undertake to maintain confidentiality of the Banks information even after
the termination / expiry of the contracts.

The Non-Disclosure Agreement (NDA) should be entered in to between the Bank and the
successful bidder within a period of 21 days from, the date of acceptance of purchase order.

Guarantee on Software License

The bidder shall guarantee that the software supplied or used under this contract to the Bank is
licensed and legally obtained. Software supplied / used should not have any embedded
malicious and virus programs. Bidder must comply RBI circular on “Cyber Security
Framework for Banks™ and assurance from the respective OEMs/Application providers that the
application is free from embedded malicious/fraudulent code.

Resolution of Disputes

1)

2)

3)

4)

5)

The Bank and the bidder shall make every effort to resolve amicably, by direct informal ne-
gotiation, any disagreement or dispute arising between them under or in connection with the
contract. If after thirty days from the commencement of such informal negotiations, the
Bank and the Bidder have been unable to resolve amicably a contract dispute, either party
may require that the dispute be referred for resolution by formal arbitration.
All questions, disputes or differences arising under and out of, or in connection with the
contract shall be referred to a sole arbitrator to be appointed mutually by the parties and in
case of failure to appoint a sole arbitrator within 15 days from the raising of dispute the
same shall be referred to the Arbitration Tribunal: one Arbitrator to be nominated by the
Bank and the other to be nominated by the Bidder and the Presiding Arbitrator shall be ap-
pointed by the two Arbitrators appointed by the parties.
The decision of the Arbitration Tribunal shall be final and binding on the parties. The Arbi-
tration and Reconciliation Act 1996 shall apply to the arbitration proceedings and the venue
of the arbitration shall be Mumbai. The Language of Arbitration will be English. Notwith-
standing the existence of a dispute, and/or the commencement of arbitration proceedings,
bidder will continue to perform its contractual obligations and the Bank will continue to pay
for all products and services that are accepted by it, provided that all products and services
are serving as per the agreed scope between the parties.
If a notice has to be sent to either of the parties following the signing of the contract, it has
to be in writing and shall be first transmitted by facsimile transmission, by postage prepaid
registered post with acknowledgement due or by a reputed courier service, in the manner as
elected by the Party giving such notice. All notices shall be deemed to have been validly
given on (i) the business date immediately after the date of transmission with confirmed an-
swer back, if transmitted by facsimile transmission, or (ii) on the date of acknowledgment
signed by the receiver or (iii) the business date of receipt, if sent by courier.
This RFP shall be governed and construed in accordance with the laws of India. The courts
of Mumbai alone and no other courts shall be entitled to entertain and try any dispute or
matter relating to or arising out of this RFP.
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67.

68.

69.

Sub-Contractor/ Independent Contractor

Nothing herein contained will be construed to imply a joint venture, partnership, principal agent
relationship or co-employment or joint employment between the Bank and Bidder. Bidder, in
furnishing services to the Bank hereunder, is acting only as an independent contractor. Bidder
does not undertake by this Agreement or otherwise to perform any obligation of the Bank,
whether regulatory or contractual, or to assume any responsibility for the Bank’s business or
operations. The parties agree that, to the fullest extent permitted by applicable law; Bidder has
not, and is not, assuming any duty or obligation that the Bank may owe to its customers or any
other person. The bidder shall follow all the rules, regulations statutes and local laws and shall
not commit breach of any such applicable laws, regulations etc. In respect of sub-contracts, as
applicable — If required by the Bidders, should provide complete details of any subcontractor/s
used for the purpose of this engagement. It is clarified that notwithstanding the use of sub-
contractors by the Bidder, the Bidder shall be solely responsible for performance of all
obligations under the SLA/NDA (Non-Disclosure Agreement) irrespective of the failure or
inability of the subcontractor chosen by the Bidder to perform its obligations. The Bidder shall
also have the responsibility for payment of all dues and contributions, as applicable, towards
statutory benefits including labour laws for its employees and sub-contractors or as the case may
be. Bidder should take Bank’s prior written permission before subcontracting/ resource
outsourcing of any work related to the performance of this RFP or as the case may be, which
permission shall not be unreasonably withheld by the Bank. The bidder should ensure that the
due diligence and verification of antecedents of employees/personnel deployed by him for this
project are completed and is available for scrutiny by the Bank.

Bidder’s Liability

The Bidders aggregate liability in connection with obligations undertaken as a part of the project
regardless of the form or nature of the action giving rise to such liability (whether in contract,
tort or otherwise), shall be at actuals and limited to the value of contract. The Bidder's liability
in case of claims against the Bank resulting from willful misconduct or gross negligence of the
Bidder, its employees, or subcontractors, or from infringement of patents, trademarks,
copyrights (if any), or breach of confidentiality obligations shall be unlimited. In no event shall
Bank be liable for any indirect, incidental, or consequential damages or liability under, in
connection with, or arising out of this tender and subsequent agreement or services provided.
The bidder should ensure that the due diligence and verification of antecedents of employees/
personnel deployed by him for execution of this contract are completed and is available for
scrutiny by the Bank.

Subject to any law to contrary, and to the maximum extent permitted by law neither party shall
be liable to other for any remote and indirect loss or damages arising out of this tender and
subsequent agreement or services provided.”

Inspection, Audit, Review, Monitoring & Visitations

All OEM/Bidder records with respect to any matters / issues covered under the scope of this
RFP/project shall be made available to the Bank at any time during normal business hours, not
more than 2 audits per year, to audit, examine, and make excerpts or transcripts of all relevant
data. Such records are subject to examination. The cost of such audit will be borne by the Bank.
Bidder shall permit audit by internal/external auditors of the Bank or RBI to assess the adequacy
of risk management practices adopted in overseeing and managing the outsourced
activity/arrangement made by the Bank. Bank shall undertake a periodic review of service
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70.

provider/BIDDER outsourced process to identify new outsourcing risks as they arise. The
BIDDER shall be subject to risk management and security and privacy policies that meet the
Bank’s standard. In case the BIDDER outsourced to third party, there must be proper Agreement
/ purchase order with concerned third party. The Bank shall have right to intervene with
appropriate measure to meet the Bank’s legal and regulatory obligations. Access to books and
records/Audit and Inspection would include:-

1) Ensure that the Bank has the ability to access all books, records and information relevant to
the outsourced activity available with the BIDDER. For technology outsourcing, requisite
audit trails and logs for administrative activities should be retained and accessible to the
Bank based on approved request.

2) Provide the Bank with right to conduct audits on the BIDDER whether by its internal or ex-
ternal auditors, or by external specialist appointed to act on its behalf and to obtain copies of
any audit or review reports and finding made on the service provider in conjunction with the
services performed for the Bank.

3) Include clause to allow the reserve Bank of India or persons authorized by it to access the
Bank’s documents: records of transactions, and other necessary information given to you,
stored or processed by the BIDDER within a reasonable time. This includes information
maintained in paper and electronic formats.

4) Recognized the right of the reserve Bank to cause an inspection to be made of a service pro-
vider of the Bank and its books and account by one or more of its officers or employees or
other persons. Banks shall at least on an annual basis, review the financial and operational
condition of the BIDDER. Bank shall also periodically commission independent audit and
expert assessment on the security and controlled environment of the BIDDER. Such assess-
ment and reports on the BIDDER may be performed and prepared by Bank’s internal or ex-
ternal auditors, or by agents appointed by the Bank.

5) Any such audit shall be conducted expeditiously, efficiently, and at reasonable business
hours after giving due notice to the Bidder which shall not be less than 10 days. The Bank
shall not have access to the proprietary data of, or relating to, any other customer of Bidder,
or a third party or Bidder’s cost, profit, discount and pricing data. The audit shall not be
permitted if it interferes with Bidder’s ability to perform the services in accordance with the
service levels, unless the Bank relieves Bidder from meeting the applicable service levels.
The audit shall not be performed by any competitor of the Bidder. The auditor including
regulatory auditor shall sign the confidentiality undertaking with the Bidder before conduct-
ing such audit.

Monitoring

Compliance with Information security best practices may be monitored by periodic Information
security audits performed by or on behalf of the Bank and by the RBI. The periodicity of these
audits will be decided at the discretion of the Bank. These audits may include, but are not
limited to, a review of: access and authorization procedures, physical security controls, backup
and recovery procedures, network security controls and program change controls. To the extent
that the Bank deems it necessary to carry out a program of inspection and audit to safeguard
against threats and hazards to the confidentiality, integrity, and availability of data, the Service
Provider shall afford the Bank’s representatives access to the Bidder’s facilities, installations,
technical resources, operations, documentation, records, databases and personnel. The Bidder
must provide the Bank access to various monitoring and performance measurement systems
(both manual and automated). The Bank has the right to get the monitoring and performance
measurement systems (both manual and automated) audited by prior notice to the Bidder.
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71.

72.

73.

Visitations

The Bank shall be entitled to, either by itself or its authorized representative, visit any of the
Bidder’s premises by prior notice to ensure that data provided by the Bank is not misused.

The Bidder shall cooperate with the authorized representative(s) of the Bank and shall provide
all information/ documents\required by the Bank.

Information Security

System should have standard input, communication, processing and output validations and
controls. System hardening should be done by bidder. Access controls at DB, OS, and
Application levels should be ensured. Bidder should comply with the Information Security
Policy of the Bank. The Product offered should comply with regulator’s guidelines. The bidder
shall disclose security breaches if any to the Bank, without any delay. If as part of this contract,
system is not supplied then this will not be applicable.

Intellectual Property Rights

The Bidder claims and represents that it has obtained appropriate rights to provide the
Deliverables upon the terms and conditions contained in this RFP. The Bank agrees and
acknowledges that same as expressly provided in this RFP, all Intellectual Property Rights in
relation to the Hardware, Software and Documentation and any adaptations, translations and
derivative works thereof whether protectable as a copyright, trade mark, patent, trade secret
design or otherwise, provided by the Bidder during, in connection with or in relation to fulfilling
its obligations under this RFP belong to and shall remain a property of the Bidder or its licensor.
During the Term of this Project and, if applicable, during the Reverse Transition Period, Bank
grants Bidder a right to use at no cost or charge the Hardware and Software licensed to the
Bank, solely for the purpose of providing the Services.

The Bidder shall be responsible for obtaining all necessary authorizations and consents from
third party licensors of Hardware and Software used by Bidder in performing its obligations
under this Project. If a third party’s claim endangers or disrupts the Bank’s use of the Hardware
and Software, the Bidder shall at no further expense, charge, fees or costs to the Bank,

e Obtain a license so that the Bank may continue use of the Software in accordance with the
terms of this tender and subsequent Agreement and the license agreement; or

e Modify the Software without affecting the functionality of the Software in any manner so as
to avoid the infringement; or

e Replace the Software with a compatible, functionally equivalent and non-infringing product.
All third-party Hardware/software / service/s provided by the bidder in the scope of the RFP
will be the responsibility of the bidder if any discrepancy or infringement is encountered.
The Bank shall not be held liable for and is absolved of any responsibility or
claim/Litigation or penal liability arising out of the use of any third-party software or mod-
ules supplied by the Bidder as part of this Project.

Bidder’s Proprietary Software and Pre-Existing IP:- Bank acknowledges and agrees that
this is a professional services agreement and this agreement is not intended to be used for
licensing of any Bidder ’s proprietary software or tools. If Bidder and Bank mutually agree that
the Bidder provides to Bank any proprietary software or tools of Bidder or of a third party, the
parties shall negotiate and set forth the applicable terms and conditions in a separate license
agreement and the provisions of this Clause shall not apply to any deliverables related to
customization or implementation of any such proprietary software or products of Bidder or of a
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third party. Further, Bank acknowledges that in performing Services under this Agreement
Bidder may use Bidder ’s proprietary materials including without limitation any software (or
any part or component thereof), tools, methodology, processes, ideas, know-how and technology
that are or were developed or owned by Bidder prior to or independent of the Services
performed hereunder or any improvements, enhancements, modifications or customization
made thereto as part of or in the course of performing the Services hereunder, (“Bidder Pre-
Existing IP””). Notwithstanding anything to the contrary contained in this Agreement, Bidder
shall continue to retain all the ownership, the rights title and interests to all Bidder Pre-Existing
IP and nothing contained herein shall be construed as preventing or restricting Bidder from
using Bidder Pre-Existing IP in any manner. To the extent that any Bidder Pre-Existing IP or a
portion thereof is incorporated or contained in a deliverable under this Agreement, Bidder
hereby grants to Banka non-exclusive, perpetual / subscription , royalty free, fully paid up,
irrevocable license, with the right to sublicense through multiple tiers, to use, copy, install,
perform, display, modify and create derivative works of any such Bidder Pre-Existing IP in
connection with the deliverables and only as part of the Deliverables in which they are
incorporated or embedded. The foregoing license does not authorizes Bank to (a) separate
Bidder Pre-Existing IP from the deliverable in which they are incorporated for creating a stand-
alone product for marketing to others; (b) independently sell, lease, exchange, mortgage, pledge,
license, sub license, assign or in any other way convey, transfer or alienate the Bidder Pre-
Existing IP in favour of any person (either for commercial consideration or not (including by
way of transmission), and/or (c) except as specifically and to the extent permitted by the Bidder
in the relevant Statement of Work, reverse compile or in any other way arrive at or attempt to
arrive at the source code of the Bidder Pre-Existing IP.

Residuary Rights. Each Party shall be entitled to use in the normal course of its business and in
providing same or similar services or development of similar deliverables for its other clients,
the general knowledge and experience gained and retained in the unaided human memory of its
personnel in the performance of this Agreement and Statement of Work(s) hereunder. For the
purposes of clarity the Bidder shall be free to provide any services or design any deliverable(s)
that perform functions same or similar to the deliverables being provided hereunder for the
Client, for any other customer of the Bidder (including without limitation any affiliate,
competitor or potential competitor of the Bank. Nothing contained in this Clause shall relieve
either party of its confidentiality obligations with respect to the proprietary and confidential
information or material of the other party.

74 Exit Option & Contract Re-Negotiation

The Bank reserves the right to cancel the contract in the event of happening one or more of the

following Conditions:

1) Failure of the successful bidder to accept the contract and furnish the Performance Guaran-
tee within 21 days of receipt of purchase contract.

2) Substantial delay in delivery, performance or implementation of the solution beyond the
specified period.

3) Serious discrepancy in functionality to be provided or the performance levels agreed upon,
which have an impact on the functioning of The Bank. Inability of the Bidder to remedy the
situation within 60 days from the date of pointing out the defects by The Bank. (60 days will
be construed as the notice period)

In addition to the cancellation of purchase contract, Bank reserves the right to appropriate the
damages through encashment of Bid Security / Performance Guarantee given by the Bidder.
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Notwithstanding the existence of a dispute, and/or the commencement of arbitration proceedings,
the Bidder will be expected to continue to provide services to the Bank as per the contract. Bank
will continue to pay for all products and services that are accepted by it provided that all products
and services as serving as per the agreed scope between the parties. The Bank shall have the sole
and absolute discretion to decide whether proper reverse transition mechanism over a period of 6 to
12 months, has been complied with. In the event of the conflict not being resolved, the conflict will
be resolved through Arbitration. The Bank and the Bidder shall together prepare the Reverse
Transition Plan. However, The Bank shall have the sole decision to ascertain whether such Plan has
been complied with. Reverse Transition mechanism would typically include service and tasks that
are required to be performed / rendered by the Bidder to The Bank or its designee to ensure smooth
handover and transitioning of Bank’s deliverables, maintenance and services. Notwithstanding
anything contained in this RFP, Bank reserve the right to cancel the contract by giving 90 days
notice period without assigning any reason as per its convenience

75.Privacy & Security Safeguards

1) The Bidder shall not publish or disclose in any manner, without the Bank’s prior written
consent, the details of any security safeguards designed, developed, or implemented by the
Bidder or existing at any Bank location. The Bidder will have to develop procedures and
implementation plans to ensure that IT resources leaving the control of the assigned user
(such as being reassigned, removed for repair, replaced, or upgraded) are cleared of all Bank
data and sensitive application software. The Bidder will have to also ensure that all subcon-
tractors who are involved in providing such security safeguards or part of it shall not publish
or disclose in any manner, without the Bank’s prior written consent, the details of any secu-
rity safeguards designed, developed, or implemented by the Bidder or existing at any Bank
location.

2) The Bidder hereby agrees and confirms that they will disclose, forthwith, instances of secu-
rity breaches.

3) The Bidder hereby agrees that they will preserve the documents.

4) The Bidder shall provide to the Bank, the details of all data related to the Bank and its cus-
tomers that the service Provider captures, Processes and stores.

5) The Bidder may only share customer data with third parties when legally required, with pri-
or consent, or for necessary operational purposes, ensuring compliance with confidentiality
and data protection agreements.

76. Compliance

1) The Service Provider (SP) agrees to comply with all applicable laws, regulations, and indus-
try standards, including but not limited to the Information Technology Act, 2000, Digital
Personal Data Protection Act, 2023, RBI’s “Digital Personal Data Protection Compliance

The Bidder/Vendor shall, at all times, comply with the provisions of the Digital Personal
Data Protection Act, 2023 (“DPDP Act”) and the Digital Personal Data Protection
Rules, 2025 / Notifications / Guidelines and further rules made thereunder.

The Bidder/Vendor shall implement appropriate technical and organizational measures to
ensure lawful processing, secure handling, confidentiality, integrity, availability, and protec-
tion of personal data obtained, accessed, shared, or processed in connection with this RFP
and the resultant contract.
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2)

Further, the Bidder/Vendor shall take due care while collecting and dealing with sensitive
personal data or information of Bank and its customer. Any processing of Personal Data by
the Service Providers in the performance of the Agreement under this RFP shall be in com-
pliance with the above Act/Rules. The Service Provider shall also ensure that any sub-
contractor (if allowed) engaged by it shall act in compliance with the above Act, to the ex-
tent applicable.

The Bidder/Vendor shall act only on documented instructions of the Bank and shall not pro-
cess personal data for any purpose other than the performance of the obligations under this
RFP.

Any data breach, unauthorised access, misuse, loss, or disclosure of personal data must be
reported to the Authority/Bank in writing within [24 hours] of occurrence, along with an in-
cident report and remedial action plan.

The Bidder/Vendor shall indemnify and hold harmless the Bank against any loss, liability,
penalty, claim, cost, or damages arising out of non-compliance with the DPDP Act and
Rules.”

The Service Provider (SP) agrees to comply with all applicable laws, regulations, and indus-
try standards, including but not limited to the “Labour Law Adherence and Compliance with
Court Directions

The Bidder/Vendor shall ensure full compliance with all applicable labour laws, employ-
ment laws, industrial relations regulations, social security legislation, and any or-
ders/directions issued by competent Labour Courts/Industrial Tribunals/Authorities / RBI
and any other Regulatory/ Statutory body in India.

The Bidder/Vendor shall be solely responsible for payment of salaries, wages, statutory con-
tributions, benefits, and all dues to its employees, subcontractors, labour, and statutory per-
sonnel deployed for execution of work under this RFP.

No employer-employee relationship shall be deemed to exist between the Bank and the per-
sonnel engaged by the Bidder/Vendor.

In case of any claim, demand, dispute, or litigation arising due to non-compliance by the
Bidder/Vendor, the same shall be solely borne and resolved by the Bidder/Vendor without
any liability upon the Bank.

The Bidder/Vendor shall indemnify the Bank against any losses, costs, or legal liabilities on
account of any violation or non-compliance of applicable laws including any liabilities, costs
or expenses arising in connection with any proceedings in respect thereof.”

The clauses under RBI master Directives on Outsourcing of IT Services are:-

1. Effective access by Bank to all record: Bank should have effective access to all da-
ta, books, records, information, logs, alerts and business premises relevant to the out-
sourced activity, available with the Vendor.

ii.  Vendor to Provide Details of Data: The Vendor to provide to Bank the details of data
(related to Bank and its customers) captured, processed and stored.
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3)

iii.  Data / Information which can be shared: Vendor is not permitted to share any type
of data/information with Bank’s customer and / or any other party.

iv.  Information of Third Parties : Bank will have right to seek information from the
Vendor about the third parties (in the supply chain) engaged by the former;

v.  Prior Approval / Consent of Bank for use of Sub- contractors: Vendor to take pri-
or approval/ consent of the Bank for use of sub-contractors for all or part of an out-
sourced activity.

vi. Skilled Resources of Vendor for Core Services : Vendor to have provision to con-
sider its skilled resources who provide core services as “essential personnel” so that a
limited number of staff with back-up arrangements necessary to operate critical func-
tions can work on-site during exigencies (including pandemic situations).

vii. Back to Back Arrangements between Vendor and OEM: There should be suitable
back-to-back arrangements between Vendor and the OEMs, if any.

viii. No relationship of master and servant or employer and employee: Notwithstanding
what is stated elsewhere in this agreement, this agreement does not create any relation-
ship of Master and servant or Employer and employee as between the Bank on the one
hand and the Vendor and/or the personnel employed/engaged by the Vendor on the
other hand. The parties expressly understand and agree that this agreement broadly co-
vers in respect of specific job/s to be performed by the Service Provider.

The SP shall adhere to .e Bank’s Information Security Policy and implement necessary
controls for system security, including access control, data protection, and encryption, at all
levels (e.g., database, operating system, application). The SP must also ensure the hardening
of systems to protect against vulnerabilities.

77 Adherence to Cyber Security Policy

1)

2)

3)

4)

Vendors are responsible for complying with the security standards or desired security as-
pects of all the ICT resources in line with regulatory guidelines from time to time as well as
Bank’s [T/Information Security / Cyber Security Policy guidelines. Such guidelines will be
shared with Vendor.

Vendor should ensure Data Security and protection of facilities/application managed by
them. The deputed persons should be aware about Bank’s IT/IS/Cyber security policy guide-
lines and have to maintain the utmost secrecy & confidentiality of the Bank’s data including
process performed. At any time, if it comes to the notice of the Bank that data has been
compromised/disclosed/misused/misappropriated then Bank would take suitable action as
deemed fit and selected vendor would be required to fully compensate the Bank of loss in-
curred by the Bank.

Vendor has to agree and provide undertaking not to disclose any Bank information and will
maintain confidentiality of Bank information as per policy of the Bank and will sign “Non-
Disclosure Agreement” document provided by Bank.

The Service provider shall put in place necessary controls within its organization for main-
taining confidentiality of the Bank’s and its customer’s data.

78. Remote Access:
Any type of remote access will not be allowed outside Bank’s Network.
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79. Data Localization
The Bidder shall ensure that all data, as applicable to the concerned Bank, is stored exclusively
within India, in full compliance with the extant regulatory requirements set forth by the
relevant authorities. The Bidder shall not store or process any data outside of India without
prior written consent from the Bank and approval from regulatory bodies.
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ChecKklist for Submission

# |Particulars Bidders
Remark
(Yes/No)
1 | Certificate of Incorporation
2 | Audited Balance sheets of last three years - 2023-24, 2024-25, 2025-26
3 | CA certificate for three years average turnover for financial years 2023-24, 2024-25,
2025-26
4 | CA certificate for operating profit for last three financial years 2022-23, 2023-24,
2024-25
5 | CA cettificate for net worth for last three financial years i.e. 2023-24, 2024-25, 2025-
26

6 |Self-declaration by the Authorized Signatory for not having filed for Bankruptcy in
any country including India on company letter head

7 |Self-declaration on Company’s letter head stating bidder should not have been|
blacklisted/debarred/ by any Govt. / IBA/RBI/PSU /PSE/ or Banks,

Financial institutes for any reason or non-implementation/ delivery of the order.
8 | Self-declaration on Company’s letter head stating Bidder should not

have any pending litigation or any dispute in the last 5 years

9 | Self-declaration on Company’s letter head regarding

* NPA * Any case pending

10 |Details of Credentials

11 | Annexure 1: Conformity Letter
12 | Annexure 2: Commercial Bill of Material
13 | Annexure 3: Bidder’s Information

14 | Annexure 4: Letter for Conformity of Services as per RFP

15 | Annexure 5: Integrity Pact

16 | Annexure 6: Non-Disclosure Agreement

17 | Annexure 7: Performance Bank Guarantee

18 | Annexure 8: Bid Security (BG Format- for Earnest Money Deposit)

19 | Annexure 9: Compliance Certificate with respect to RBI’s “Master Direction on
Outsourcing of Information Technology Services”

20 |Annexure 10: NPA Undertaking

21 |Annexure 11: Land Border Sharing Undertaking

22 | Annexure 12: Cover Letter

23 | Annexure 13: Escalation Matrix

24 | Annexure 14: Query Format

25 | Annexure 15: Eligibility Criteria Compliance

26 | Annexure 16: Guidelines on banning of Business Dealings

27 | Annexure 17: Undertaking of Information Security from Bidder

28 | Annexure 18: Software Bill of Material (SBOM) Format

29 | Annexure 19: Template for Third Party Due Diligence Questionnaire
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Annexure 1: Conformity Letter
Date
To,

General Manager (CA&ID),

Central Bank of India,

Central office,

31 Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Sir,

Sub: Tender No. GEM/2026/B/7677829 RFP for Management Audit of Risk Management
Department

Further to our proposal dated , in response to the RFP document (hereinafter
referred to as “RFP DOCUMENT?”) issued by Central Bank of India (“Bank”) we hereby covenant,
warrant and confirm as follows:

We hereby agree to comply with all the terms and conditions / stipulations as contained in the RFP
document and the related addendums and other documents including the changes made to the
original tender documents issued by the Bank.

The Bank is not bound by any other extraneous matters or deviations, even if mentioned by us
elsewhere either in our proposal or any subsequent deviations sought by us, whether orally or in
writing, and the Bank’s decision not to accept any such extraneous conditions and deviations will be
final and binding on us.

Yours faithfully,
Authorized Signatory

Designation

Company Name
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Annexure 2: Commercial Bill of Material

Ref: - GEM/2026/B/7677829

The Bill of Material for Management Audit of Risk management Department of the Bank is as

under-.
GST Amount Grand Total
(Rs.) (TCO + GST
Description Total Cost Amount) (Rs.)

Consultancy Fee for the
Management Audit of
Risk Management De-
partment of the Bank

Total Cost in Words:

Instructions:

1.

TCO must be quoted in Indian Rupees and in WORDS AND FIGURES exclusive of taxes.
In case of any discrepancy, amount quoted in words will be considered.

2. Payment will be made as per the payment terms mentioned in this RFP.
3. In case of any delay attributable to Bank, the project term shall be extended proportionately
as accepted by the Bank. The TCO shall not undergo any change in such cases.
4. Prices quoted by the bidder are exclusive of all applicable Taxes i.e. GST. GST will be paid
on actual on production of original invoice.
5. Bank will not pay any additional charges other than those mentioned above whatsoever the
case may be.
6. Project Duration- 4 Months from date of issuance of PO.
7. Consultant to factor all its expenses like travelling, boarding, lodging etc. Apart from
amount specified in commercial bid, no other expenses will be paid by the Bank.
Place:
Date: Seal & Signature of the
authorized

person of the bidders
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Annexure 3: Bidder’s Information

# Particulars Details
1. Name of bidder
2. Constitution
3. Address with Pin code
4. Authorized Person for bid
5. Contact Details(Mail id & Mob No)
6. Years of Incorporation
7. Number of years of relevant experience in
Consultancy services of Risk Management
Department
8. Annual Turnover (In Rs.)
2023-24 -
2024-25 —
2025-26 -
9. Operating Profits (In Rs.)
2023-24 -
2024-25 —
2025-26 -
10. | Net Worth (In Rs.)
2023-24 -
2024-25 -
2025-26 -
11. | Number of service outlets / offices across
India
12. Good and Service Tax Number
13. | Income Tax Number
14. | Whether all RFP terms & conditions com-
plied with.
Signature
Name:
Designation:
Seal of Company
Date:
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Annexure 4: Letter for Conformity of Services as per RFP

Date
To,

General Manager (CA&ID),

Central Bank of India,

Central office,

31 Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Sir,
Sub: Tender No. GEM/2026/B/7677829 RFP for Management Audit of Risk Management
Department

We submit our Bid Document herewith. If our Bid for the above job is accepted, we undertake to
enter into and execute at our cost, when called upon by the Bank to do so, a contract in the
prescribed form. Unless and until a formal contract is prepared and executed, this bid together with
your written acceptance thereof shall constitute a binding contract between us.

We understand that any deviations mentioned elsewhere in the bid will not be considered and
evaluated by the Bank. We also agree that the Bank reserves its right to reject the bid, if the bid is
not submitted in proper format as per subject RFP.

We undertake that product and services supplied shall be as per the:-

Terms & Conditions

Scope of Work

Signature

Name:
Designation:
Seal of Company

Date:
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Annexure 5: Integrity Pact
Integrity Pact
Between
Central Bank of India hereinafter referred to as “The Principal”,
And
................................................... hereinafter referred to as “The Bidder/ Contractor”
Preamble

The Principal intends to award, under laid down organizational procedures, contract/s
L) The Principal values full compliance with all relevant
laws of the land, rules, regulations, economic use of resources and of fairness / transparency in
its relations with its Bidder(s) and / or Contractor(s).

In order to achieve these goals, the Principal will appoint an Independent External Monitor
(IEM), who will monitor the tender process and the execution of the contract for compliance
with the principles mentioned above.

Section 1 — Commitments of the Principal

(1.) The Principal commits itself to take all measures necessary to prevent corruption and to
observe the following principles:-

a. No employee of the Principal, personally or through family members, will in connection with
the tender for , or the execution of a contract, demand, take a promise for or accept, for self or
third person, any material or immaterial benefit which the person is not legally entitled to.

b. The Principal will, during the tender process treat all Bidder(s) with equity and reason. The
Principal will in particular, before and during the tender process, provide to all Bidder(s) the
same information and will not provide to any Bidder(s) confidential / additional information
through which the Bidder(s) could obtain an advantage in relation to the tender process or the
contract execution.

c. The Principal will exclude from the process all known prejudiced persons.

(2) If the Principal obtains information on the conduct of any of its employees which is a
criminal offence under the IPC/PC Act, or if there be a substantive suspicion in this regard, the
Principal will inform the Chief Vigilance Officer and in addition can initiate disciplinary
actions.

Section 2 — Commitments of the Bidder(s)/ contractor(s)

(1) The Bidder(s)/ Contractor(s) commit themselves to take all measures necessary to prevent
corruption. He commits himself to observe the following principles during his participation in
the tender process and during the contract execution.

a. The Bidder(s)/ Contractor(s) will not, directly or through any other person or firm, offer,
promise or give to any of the Principal’s employees involved in the tender process or the
execution of the contract or to any third person any material or other benefit which he/she is not
legally entitled to, in order to obtain in exchange any advantage of any kind whatsoever during
the tender process or during the execution of the contract.

b. The Bidder(s)/ Contractor(s) will not enter with other Bidders into any undisclosed agreement
or understanding, whether formal or informal. This applies in particular to prices, specifications,
certifications, subsidiary contracts, submission or non-submission of bids or any other actions to
restrict competitiveness or to introduce cartelization in the bidding process.

c. The Bidder(s)/ Contractor(s) will not commit any offence under the relevant IPC/PC Act;
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further the Bidder(s)/ Contractor(s) will not use improperly, for purposes of competition or
personal gain, or pass on to others, any information or document provided by the Principal as
part of the business relationship, regarding plans, technical proposals and business details,
including information contained or transmitted electronically.

d. The Bidder(s)/Contractors(s) of foreign origin shall disclose the name and address of the
Agents/representatives in India, if any. Similarly, the Bidder(s)/Contractors(s) of Indian
Nationality shall furnish the name and address of the foreign principals, if any. Further details as
mentioned in the “Guidelines on Indian Agents of Foreign Suppliers” shall be disclosed by the
Bidder(s)/Contractor(s).Further, as mentioned in the Guidelines all the payments made to the
Indian agent/representative have to be in Indian Rupees only. Copy of the “Guidelines on Indian
Agents of Foreign Suppliers” is placed at Annexure 22.

e. The Bidder(s)/ Contractor(s) will, when presenting his bid, disclose any and all payments he
has made, is committed to or intends to make to agents, brokers or any other intermediaries in
connection with the award of the contract.

f. Bidder(s)/Contractor(s) who have signed the Integrity Pact shall not approach the Courts
while representing the matter to IEMs and shall wait for their decision in the matter

(2) The Bidder(s)/ Contractor(s) will not instigate third persons to commit offences outlined
above or be an accessory to such offences.

Section 3- Disqualification from tender process and exclusion from future contracts

If the Bidder(s)/Contractor(s), before award or during execution has committed a transgression
through a violation of Section 2, above or in any other form such as to put his reliability or
credibility in question, the Principal is entitled to disqualify the Bidder(s)/Contractor(s) from the
tender process or take action as per the procedure mentioned in the “Guidelines on Banning of
business dealings”. Copy of the “Guidelines on Banning of business dealings”. (As given in the
Annexure2?2)

Section 4 — Compensation for Damages

(1) If the Principal has disqualified the Bidder(s) from the tender process prior to the award
according to Section 3, the Principal is entitled to demand and recover the damages equivalent
to Earnest Money Deposit/ Bid Security.

(2) If the Principal has terminated the contract according to Section 3, or if the Principal is
entitled to terminate the contract according to Section 3, the Principal shall be entitled to
demand and recover from the Contractor liquidated damages of the Contract value or the
amount equivalent to Performance Bank Guarantee.

Section 5 — Previous Transgression

(1) The Bidder declares that no previous transgressions occurred in the last three years with any
other Bank in any country conforming to the anti-corruption approach or with any Public Sector
Enterprise in India that could justify his exclusion from the tender process.

(2) If the Bidder makes incorrect statement on this subject, he can be disqualified from the
tender process or action can be taken as per the procedure mentioned in “Guidelines on Banning
of business dealings”.

Section 6 — Equal treatment of all Bidders / Contractors / Subcontractors

(1) The Bidder(s)/ Contractor(s) undertake(s) to demand from his subcontractors a commitment
in conformity with this Integrity Pact.

(2) The Principal will enter into agreements with identical conditions as this one with all
Bidders and Contractors.
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(3) The Principal will disqualify from the tender process all bidders who do not sign this Pact or
violate its provisions.

Section 7 — Criminal charges against violating Bidder(s) / Contractor(s) / Subcontractor(s)

If the Principal obtains knowledge of conduct of a Bidder, Contractor or Subcontractor, or of an
employee or a representative or an associate of a Bidder, Contractor or Subcontractor which
constitutes corruption, or if the Principal has substantive suspicion in this regard, the Principal
will inform the same to the Chief Vigilance Officer.

Section 8 — Independent External Monitor / Monitors

1y

2)

3)

4)

5)

6)

7)

The Principal appoints competent and credible Independent External Monitor for this Pact.
The task of the Monitor is to review independently and objectively, whether and to what ex-
tent the parties comply with the obligations under this agreement.

The Monitor is not subject to instructions by the representatives of the parties and performs
his functions neutrally and independently. It will be obligatory for him to treat the infor-
mation and documents of the Bidders/Contractors as confidential. He reports to the Chair-
man & Managing Director, CENTRAL BANK OF INDIA.

The Bidder(s)/Contractor(s) accepts that the Monitor has the right to access without re-
striction to all Project documentation of the Principal including that provided by the Con-
tractor. The Contractor will also grant the Monitor, upon his request and demonstration of a
valid interest, unrestricted and unconditional access to his project documentation. The same
is applicable to Subcontractors. The Monitor is under contractual obligation to treat the in-
formation and documents of the Bidder(s)/ Contractor(s)/ Subcontractor(s) with confidenti-
ality. In case of sub-contracting, the Principal Contractor shall take all responsibility of the
adoption of Integrity Pact by the sub-contractor. In case of sub-contracting, the Principal
Contractor shall take the responsibility of the adoption of the Integrity Pact by the sub-
contractor.

The Principal will provide to the Monitor sufficient information about all meetings among
the parties related to the Project provided such meetings could have an impact on the con-
tractual relations between the Principal and the Contractor. The parties offer to the Monitor
the option to participate in such meetings.

As soon as the Monitor notices, or believes to notice, a violation of this agreement, he will
so inform the Management of the Principal and request the Management to discontinue or
take corrective action, or to take other relevant action. The monitor can in this regard submit
nonbinding recommendations. Beyond this, the Monitor has no right to demand from the
parties that they act in a specific manner, refrain from action or tolerate action. Parties to this
agreement agree that they shall not approach the courts while representing the matter to [EM
and will await [EM’s decision in the matter. Parties to this agreement agree that they shall
not approach the courts while representing the matter to IEM and will await [EM’s decision
in the matter.

The Monitor will submit a written report to the Chairman & Managing Director, CENTRAL
BANK OF INDIA within 8 to 10 weeks from the date of reference or intimation to him by
the Principal and, should the occasion arise, submit proposals for correcting problematic sit-
uations.

If the Monitor has reported to the Chairman & Managing Director CENTRAL BANK OF
INDIA, a substantiated suspicion of an offence under relevant IPC/ PC Act, and the Chair-
man & Managing Director CENTRAL BANK OF INDIA has not, within the reasonable
time taken visible action to proceed against such offence or reported it to the Chief Vigilance
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Officer, the Monitor may also transmit this information directly to the Central Vigilance
Commissioner.
8) The word ,,Monitor* would include both singular and plural.

Section 9 — Pact Duration

This Pact begins when both parties have legally signed it. It expires for the Contractor 12
months after the last payment under the contract, and for all other Bidders 6 months after the
contract has been awarded.

If any claim is made / lodged during this time, the same shall be binding and continue to be
valid despite the lapse of this pact as specified above, unless it is discharged / determined by
Chairman & Managing Director of CENTRAL BANK OF INDIA.

Section 10 — Other provisions

1) This agreement is subject to Indian Law. Place of performance and jurisdiction is the Regis-
tered Office of the Principal, i.e. Mumbai.

2) Changes and supplements as well as termination notices need to be made in writing. Side
agreements have not been made.

3) If the Contractor is a partnership or a consortium, this agreement must be signed by all part-
ners or consortium members.

4) Should one or several provisions of this agreement turn out to be invalid, the remainder of
this agreement remains valid. In this case, the parties will strive to come to an agreement to
their original intentions.

5) In the event of any contradiction between the Integrity Pact and its Annexure, the Clause in
the Integrity Pact will prevail.”

Section 11- FALL CLAUSE

11.1. The BIDDER/SELLER/CONTRACTOR/SERVICE PROVIDER undertakes that it has not
supplied/is not supplying same/exact product/systems or subsystems/services (i.e. same scope,
deliverables, timelines, SLAs & pricing terms) at a price lower than that offered in the present
bid to any other Bank or PSU or Government Department or to any other organization/entity
whether or not constituted under any law and if it is found at any stage that similar
product/systems or sub systems/services was supplied by the
BIDDER/SELLER/CONTRACTOR/SERVICE PROVIDER to any other Bank or PSU or
Government Department or to any other organization/entity whether or not constituted under
any law, at a lower price, then that very price, with due allowance for elapsed time, will be
applicable to the present case and the difference in the cost would be refunded by the
BIDDER/SELLER/CONTRACTOR/SERVICE PROVIDER to the BUYER, if the contract has
already been concluded.

Signed, Sealed and Delivered for the | Signed, Sealed and Delivered for the
Principal Bidder

Signature: Signature:

Name: Name:

Designation: Designation:

Address: Address:

Company: Company:

Date: Date:
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Company Seal Company Seal
Witness 1 Witness 11
Signature: Signature:
Name: Name:
Designation: Designation:
Address: Address:
Company: Company:
Date: Date:
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Annexure 6: Non-Disclosure Agreement

This Agreement is made at , on this the day of
2026
Between

a company incorporated under the Companies Act,
1956/2013 having its registered office at (hereinafter referred to
as “-----” which expression unless repugnant to the context or meaning thereof be deemed to
include its successors and assigns) of the ONE PART;
AND

CENTRAL BANK OF INDIA, a body corporate constituted under the Banking Companies
(Acquisition & Transfer of Undertakings) Act, 1970 and having its head Office at Central Office,
Chander Mukhi, Nariman Point, Mumbai — 400 021 (hereinafter referred to as “BANK” which
expression unless repugnant to the context or meaning thereof be deemed to include its successors
and assigns) of the OTHER PART

The ........... bidder and BANK are hereinafter individually referred to as party and collectively
referred to as “the Parties”. Either of the parties which discloses or receives the confidential
information is respectively referred to herein as Disclosing Party and Receiving Party.

WHEREAS:

The Parties intend to engage in discussions and negotiations concerning the establishment of a
business relationship between them. In the course of such discussions and negotiations, it is
anticipated that both the parties may disclose or deliver to either of the Parties certain or some of its
trade secrets or confidential or proprietary information, for the purpose of enabling the other party
to evaluate the feasibility of such business relationship (hereinafter referred to as “the Purpose”).

NOW, THEREFORE, THIS AGREEMENT WITNESSETH AND IT IS HEREBY AGREED BY
AND BETWEEN THE PARTIES HERETO AS FOLLOWS:

1. Confidential Information

“Confidential Information” means all information disclosed/ furnished by either of the parties to
another Party in connection with the business transacted/to be transacted between the Parties and/or
in the course of discussions and negotiations between them in connection with the Purpose.
Confidential Information shall include customer data, any copy, abstract, extract, sample, note or
module thereof.

Either of the Parties may use the Confidential Information solely for and in connection with the
Purpose.

Notwithstanding the foregoing, “Confidential Information” shall not include any information which
the Receiving Party can show: (a) is now or subsequently becomes legally and publicly available
without breach of this Agreement by the Receiving Party, (b) was rightfully in the possession of the
Receiving Party without any obligation of confidentiality prior to receiving it from the Disclosing
Party, (c) was rightfully obtained by the Receiving Party from a source other than the Disclosing
Party without any obligation of confidentiality, or (d) was developed by or for the Receiving Party
independently and without reference to any Confidential Information and such independent
development can be shown by documentary evidence.

2. Non-Disclosure

The Receiving Party shall not commercially use or disclose any Confidential Information or any
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materials derived there from to any other person or entity other than persons in the direct
employment of the Receiving Party who have a need to have access to and knowledge of the
Confidential Information solely for the Purpose authorized above. The Receiving Party may
disclose Confidential Information to its employees, consultants, auditors, sub-contractors
(“Representatives™) consultants only if such representatives has executed a Non-disclosure
Agreement with the Receiving Party that contains terms and conditions that are no less restrictive
than these. The Receiving Party shall take appropriate measures by instruction and written
agreement prior to disclosure to such employees to assure against unauthorized use or disclosure.
The Receiving Party agrees to notify the Disclosing Party immediately if it learns of any use or
disclosure of the Disclosing Party’s Confidential Information in violation of the terms of this
Agreement. Further, any breach of non-disclosure obligations by such employees or consultants
shall be deemed to be a breach of this Agreement by the Receiving Party and the Receiving Party
shall be accordingly liable therefor.

Provided that the Receiving Party may disclose Confidential information to a court or governmental
agency pursuant to an order of such court or governmental agency as so required by such order,
provided that the Receiving Party shall, unless prohibited by law or regulation, promptly notify the
Disclosing Party of such order and afford the Disclosing Party the opportunity to seek appropriate
protective order relating to such disclosure.

3. Publications

Neither Party shall make news releases, public announcements, give interviews, issue or publish
advertisements or publicize in any other manner whatsoever in connection with this Agreement, the
contents / provisions thereof, other information relating to this Agreement, the Purpose, the
Confidential Information or other matter of this Agreement, without the prior written approval of
the other Party.

4. Term

This Agreement shall be effective from the date hereof and shall continue till establishment of
business relationship between the Parties and execution of definitive agreements thereafter. Upon
expiration or termination as contemplated herein the Receiving Party shall immediately cease rights
to any and all disclosures or uses of Confidential Information; and at the request of the Disclosing
Party, the Receiving Party shall promptly return or destroy all written, graphic or other tangible
forms of the Confidential Information and all copies, abstracts, extracts, samples, notes or modules
thereof.

Notwithstanding anything to the contrary contained herein, the confidential information shall
continue to remain confidential until it reaches the public domain in the normal course.

1. Title & Proprietary Rights

Notwithstanding the disclosure of any Confidential Information by the Disclosing Party to the
Receiving Party, the Disclosing Party shall retain title and all intellectual property and proprietary
rights in the Confidential Information. No license under any trademark, patent or copyright, or
application for same which are now or thereafter may be obtained by such Party is either granted or
implied by the conveying of Confidential Information. The Receiving Party shall not conceal, alter,
obliterate, mutilate, deface or otherwise interfere with any trademark, trademark notice, copyright
notice, confidentiality notice or any notice of any other proprietary right of the Disclosing Party on
any copy of the Confidential Information, and shall reproduce any such mark or notice on all copies
of such Confidential Information. Likewise, the Receiving Party shall not add or emboss its own or
any other any mark, symbol or logo on such Confidential Information.

2. Return of Confidential Information
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Upon written demand of the Disclosing Party, the Receiving Party shall (i) cease using the
Confidential Information, (ii) return the Confidential Information and all copies, abstract, extracts,
samples, notes or modules thereof to the Disclosing Party within seven (7) days after receipt of
notice, and (iii) upon request of the Disclosing Party, certify in writing that the Receiving Party has
complied with the obligations set forth in this paragraph. The obligation under this clause will not
apply where it is necessary to retain any confidential information for the purpose as required by the
law or for internal auditing purposes or electronic data stored due to automatic archiving or backup
procedures.

3. Remedies

The Receiving Party acknowledges that if the Receiving Party fails to comply with any of its
obligations hereunder, the Disclosing Party may suffer immediate, irreparable harm for which
monetary damages may not be adequate. The Receiving Party agrees that, in addition to all other
remedies provided at law or in equity, the Disclosing Party shall be entitled to injunctive relief
hereunder.

4. Entire Agreement, Amendment and Assignment

This Agreement constitutes the entire agreement between the parties relating to the matters
discussed herein and supersedes any and all prior oral discussions and/or written correspondence or
agreements between the parties. This Agreement may be amended or modified only with the mutual
written consent of the parties. Neither this Agreement nor any right granted hereunder shall be
assignable or otherwise transferable.

5. Governing Law and Jurisdiction

The provisions of this Agreement shall be governed by the laws of India. The disputes, if any,
arising out of this Agreement shall be submitted to the jurisdiction of the courts/tribunals in
Mumbai.

6. General

The Receiving Party shall not reverse-engineer, decompile, disassemble or otherwise interfere with
any software disclosed hereunder. All Confidential Information is provided “as is”. In no event shall
the Disclosing Party be liable for the inaccuracy or incompleteness of the Confidential Information.
None of the Confidential Information disclosed by the parties constitutes any representation,
warranty, assurance, guarantee or inducement by either party to the other with respect to the fitness
of such Confidential Information for any particular purpose or infringement of tradepm, patents,
copyrights or any right of third persons.

7. Indemnity

The receiving party should indemnify and keep indemnified, saved, defended, harmless against any
loss, damage, costs etc. incurred and / or suffered by the disclosing party arising out of breach of
confidentiality obligations under this agreement by the receiving party, its officers, employees,
agents or consultants.

In WITNESS THEREOF, the Parties hereto have executed these presents the day, month and year
first hereinabove written:

Signed, Sealed and Delivered for the | Signed, Sealed and Delivered for the
Principal Bidder
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Signature: Signature:
Name: Name:
Designation: Designation:
Address: Address:
Company: Company:
Date: Date:
Company Seal Company Seal
Witness I Witness 11
Signature: Signature:
Name: Name:
Designation: Designation:
Address: Address:
Company: Company:
Date: Date:
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Annexure 7: Performance Bank Guarantee
To,
Central Bank of India, Mumbai

In consideration of Central Bank of India having Registered Office at Chandermukhi Building,
Nariman Point, Mumbai 400 021 (hereinafter referred to as “Purchaser”) having agreed to purchase
of Consultancy services (hereinafter referred to as “Goods”) from M/s
(hereinafter referred to as “Contractor”) on the terms and conditions contained in their
agreement/purchase order No dt. - (hereinafter referred to as the “Contract”) subject
to the contractor furnishing a Bank Guarantee to the purchaser as to the due performance of the
computer hardware, as per the terms and conditions of the said contract, to be supplied by the
contractor and also guaranteeing the maintenance, by the contractor, of the computer hardware and
systems as per the terms and conditions of the said contract;

1) We, --- (Bank) (hereinafter called “the Bank™), in consideration of the
premises and at the request of the contractor, do hereby guarantee and undertake to pay to the
purchaser, forthwith on mere demand and without any demur, at any time up to
any money or moneys not exceeding a total sum of Rs--------- (Rupees----------- only) as may be
claimed by the purchaser to be due from the contractor by way of loss or damage caused to or that
would be caused to or suffered by the purchaser by reason of failure of computer hardware to
perform as per the said contract, and also failure of the contractor to maintain the computer
hardware and systems as per the terms and conditions of the said contract.

2) Notwithstanding anything to the contrary, the decision of the purchaser as to whether
Consultancy services has failed to perform as per the said contract, and also as to whether the
contractor has failed to Consultancy services as per the terms and conditions of the said contract
will be final and binding on the Bank and the Bank shall not be entitled to ask the purchaser to
establish its claim or claims under this Guarantee but shall pay the same to the purchaser forthwith
on mere demand without any demur, reservation, recourse, contest or protest and/or without any
reference to the contractor. Any such demand made by the purchaser on the Bank shall be
conclusive and binding notwithstanding any difference between the purchaser and the contractor or
any dispute pending before any Court, Tribunal, Arbitrator or any other authority.

3) This Guarantee shall expire on ----------------- ; without prejudice to the purchaser’s claim or
claims demanded from or otherwise notified to the Bank in writing on or before the said date i.e. ---
------ (this date should be date of expiry of Guarantee).

4) The Bank further undertakes not to revoke this Guarantee during its currency except with the
previous consent of the purchaser in writing and this Guarantee shall continue to be enforceable till
the aforesaid date of expiry or the last date of the extended period of expiry of Guarantee agreed
upon by all the parties to this Guarantee, as the case may be, unless during the currency of this
Guarantee all the dues of the purchaser under or by virtue of the said contract have been duly paid
and its claims satisfied or discharged or the purchaser certifies that the terms and conditions of the
said contract have been fully carried out by the contractor and accordingly discharges the
Guarantee.

5) In order to give full effect to the Guarantee herein contained, you shall be entitled to act as if we
are your principal debtors in respect of all your claims against the contractor hereby Guaranteed by
us as aforesaid and we hereby expressly waive all our rights of surety ship and other rights if any
which are in any way inconsistent with the above or any other provisions of this Guarantee.

6) The Bank agrees with the purchaser that the purchaser shall have the fullest liberty without
affecting in any manner the Bank’s obligations under this Guarantee to extend the time of
performance by the contractor from time to time or to postpone for any time or from time to time
any of the rights or powers exercisable by the purchaser against the contractor and either to enforce
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or forbear to enforce any of the terms and conditions of the said contract, and the Bank shall not be
released from its liability for the reasons of any such extensions being granted to the contractor for
any forbearance, act or omission on the part of the purchaser or any other indulgence shown by the
purchaser or by any other matter or thing whatsoever which under the law relating to sureties
would, but for this provision have the effect of so relieving the Bank.

7) The Guarantee shall not be affected by any change in the constitution of the contractor or the
Bank nor shall it be affected by any change in the constitution of the purchaser by any
amalgamation or absorption or with the contractor, Bank or the purchaser, but will ensure for and be
available to and enforceable by the absorbing or amalgamated company or concern.

8) This guarantee and the powers and provisions herein contained are in addition to and not by way
of limitation or in substitution of any other guarantee or guarantees heretofore issued by us (whether
singly or jointly with other Banks) on behalf of the contractor heretofore mentioned for the same
contract referred to heretofore and also for the same purpose for which this guarantee is issued, and
now existing un-cancelled and we further mention that this guarantee is not intended to and shall
not revoke or limit such guarantee or guarantees heretofore issued by us on behalf of the contractor
heretofore mentioned for the same contract referred to heretofore and for the same purpose for
which this guarantee is issued.

9) Any notice by way of demand or otherwise under this guarantee may be sent by special courier,
telex, fax or registered post to our local address as mentioned in this guarantee.

10) Notwithstanding anything contained herein:-
i) Our liability under this Bank Guarantee shall not exceed Rs-------- (Rupees--------- only);

i1) This Bank Guarantee shall be valid up to ;(date of expiry) and

iii) We are liable to pay the Guaranteed amount or any part thereof under this Bank Guarantee only
and only if you serve upon us a written claim or demand on or before--- -------------- (date of expiry
of Guarantee)

11) The Bank has power to issue this Guarantee under the statute/constitution and the undersigned
has full power to sign this Guarantee on behalf of the Bank.

Date this day of 2025 at ----—----
For and on behalf of --- Bank.
sd/-
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Annexure 8: Bid Security (BG Format- for Earnest Money Deposit)
To,
General Manager ( CA & ID)
Central Bank of India,
Ewart House , 3™ Floor, Fort,
Mumbai -400 001

Dear Sir,

In response to your invitation to respond to your RFP for ,
M/s having their registered office at (hereinafter called the Bidder) wishes to
respond to the said Request for Proposal (RFP) and submit the proposal for as listed in the RFP
document.

Whereas the ,,Bidder” has submitted the proposal in response to RFP, we, the Bank having
our head office hereby irrevocably guarantee an amount of Rs (Rupees
................................................... Only) as bid security as required to be submitted by the,

Bidder* as a condition for participation in the said process of RFQ.
The Bid security for which this guarantee is given is liable to be enforced/ invoked:
1. If the Bidder withdraws his proposal during the period of the proposal validity; or

2. If the Bidder, having been notified of the acceptance of its proposal by the Bank during the
period of the validity of the proposal fails or refuses to enter into the contract in accordance with
the Terms and Conditions of the RFP or the terms and conditions mutually agreed subsequently. We
undertake to pay immediately on demand to Central Bank of India the said amount of Rupees ------
———————————————————— without any reservation, protest, demur, or recourse. The said guarantee is liable
to be invoked/ enforced on the happening of the contingencies as mentioned above and also in the
RFP document and we shall pay the amount on any Demand made by Central Bank of India which
shall be conclusive and binding on us irrespective of any dispute or difference raised by the Bidder.

Notwithstanding anything contained herein above:

1. Our liability under this Bank guarantee shall not exceed Rs. (Rupees

2. This Bank guarantee will be valid up to ; and
3. We are liable to pay the guarantee amount or any part thereof under this Bank

Guarantee only upon service of a written claim or demand by you on or
before (date of expiry of BG plus claim period, if any)

In witness whereof the Bank, through the authorized officer has sets its hand and stamp on this
day of at.

Yours faithfully,
For and on behalf of
Bank Authorised Official

Signature

Name:
Designation:
Seal of Company

Date:
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Annexure-9: Compliance Certificate with respect to RBI’s “Master Direction on Outsourcing
of Information Technology Services”

(This letter should be on the letterhead of the bidder)

To,

General Manager (CA&ID),

Central Bank of India,

Central office,

31 Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Subject: RFP for Management Audit of Risk management Department of the Bank
Sir,

With reference to above, we <<<<Name of the Company>>>> hereby furnish and confirm the
details as given below: -

Date of Agreement-

Expiry Date of Agreement

Type of Entity: Group Company/Not a group Company

Name of Directors of Company

Is any of the Director(s), Key Managerial Personnel and their relatives are stated above related
to Central Bank of India: YES/NO

Nk W=

Note: - The terms ‘control’, ‘director’, ‘key managerial personnel’, and ‘relative’ have the
same meaning as assigned under the Companies Act, 2013 and the Rules framed thereunder
from time to time.

Authorized Signatory Name:

Designation:

Email and Phone
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Annexure 10: NPA UNDERTAKING

Performa of letter to be given by all the bidders participating in RFP for Management Audit of Risk
Management Department

Date:

To,

General Manager (CA&ID),

Central Bank of India,

Central office,

31 Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Sir,
Subject: RFP for Management Audit of Risk Management Department

We (bidder name), hereby undertake that-
e We have not been declared NPA by any Bank in India.

e Further, we do not have any pending case with any organization across the globe which affects
our credibility to service the Bank.

Yours faithfully,
Authorised Signatory

Designation
Bidder’s corporate name
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Annexure 11: Land Border Sharing Undertaking Letter

Pro forma of letter to be given by all the bidders participating in the RFP for Management Audit of
Risk Management Department

To

Date:

General Manager (CA&ID),

Central Bank of India,

Central office,

31 Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Sir,

Sub: RFP for Management Audit of Risk Management Department of the Bank

Dear Sir/Madam,

We, M/s are a private/ public limited company/ LLP/ firm
<strike off whichever is not applicable> incorporated under the provisions of the Companies Act,
1956/2013, Limited Liability Partnership Act 2008/ Indian Partnership Act 1932, having our
registered office at (referred to as the “Bidder”) are desirous of
participating in the Tender Process in response to our captioned RFP and in this connection we
hereby declare, confirm and agree as follows:

We, the Bidder have read and understood the contents of the RFP and Office Memorandum & the
Order (Public Procurement No.1) both bearing no.F.No0.6/18/2019/PPD of 23 July 2020 issued by
Ministry of Finance, Government of India on insertion of Rule 144 (xi) in the General Financial
Rules (GFRs) 2017 and the amendments & clarifications thereto, regarding restrictions on availing/
procurement of goods and services, of any Bidder from a country which shares a land border with
India and/ or sub-contracting to contractors from such countries.

In terms of the above and after having gone through the said amendments including in particular the
words defined therein (which shall have the same meaning for the purpose of this Declaration cum
Undertaking), we, the Bidder hereby declare and confirm that:

Strike off whichever is not applicable

1. “I/we have read the clause regarding restrictions on procurement from a bidder of the country
which shares a land border with India; I/ we certify that is not from
such a country.

2. “I/we have read the clause regarding restrictions on procurement from a Bidder of a country

which shares a land border with India; I/we certify that is from
such a country. I hereby certify that fulfils all requirements in this re-
gard and is eligible to be considered [Valid registration by the Competent Authority is at-
tached]”.

Further, in case the work awarded to us, I/we undertake that I/we shall not subcontract any of
assigned work under this engagement without the prior permission of Bank.

Further, we undertake that I/we have read the clause regarding restrictions on procurement from a
bidder of a country which shares a land border with India and on sub-contracting to contractors
from such countries; I certify that our subcontractor is not from such a country or, if from such a
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country, has been registered with the Competent Authority and will not sub-contract any work to a
contractor from such countries unless such contractor is registered with the Competent Authority. I
hereby certify that our sub-contractor fulfils all requirements in this regard and is eligible to be
considered. [ Valid registration by the Competent Authority]”

We, hereby confirm that we fulfil all the eligibility criteria as per the office memorandum/ order
mentioned above and RFP and we are eligible to participate in the Tender process. We also agree
and accept that if our declaration and confirmation is found to be false at any point of time
including after awarding the contract, Bank shall be within its rights to forthwith terminate the
contract/ bid without notice to us and initiate such action including legal action in accordance with
law. Bank shall also be within its right to forfeit the security deposits/ earnest money provided by us
and also recover from us the loss and damages sustained by the Bank on account of the above.

This declaration cum Undertaking is executed by us through our Authorized signatory/ ies after
having read and understood the Office Memorandum and Order including the words defined in the
said order.

Dated this by 20
Yours faithfully,

Authorized Signatory
Name:

Designation:

Bidder’s Corporate Name:
Address:

Email & Phone No.:

List of documents enclosed:

1. Copy of Certificate of valid registration with the Competent Authority (strike off if not applica-
ble

98]
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Annexure 12: Cover Letter

Date:
To

General Manager (CA&ID),

Central Bank of India,

Central office,

3" Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Dear Sir/Madam,

1. Having examined the Scope Documents including all Annexures, the receipt of which is hereby
duly acknowledged, we, the undersigned offer to supply, deliver, install and maintain all the
items / services mentioned in the ‘Request for Proposal’ and the other schedules of require-
ments and services for your Bank in conformity with the said Scope Documents in accordance
with the schedule of Prices indicated in the Price Bid and made part of this Scope.

2. If our Bid is accepted, we undertake to abide by all terms and conditions of this Scope and also
to comply with the delivery schedule as mentioned in the Scope Document.

3. We agree to abide by this bid Offer for 120 days from date of bid submission and our Offer
shall remain binding on us which may be accepted by the Bank any time before expiry of the of-
fer.

4. This Bid, together with your written acceptance thereof and your notification of award, shall
constitute a binding Contract between us.

5. We undertake that in competing for and if the award is made to us, in executing the subject Con-
tract, we will strictly observe the laws against fraud and corruption in force in India namely
“Prevention of Corruption Act 1988”.

6. We certify that we have provided all the information requested by the Bank in the format pre-
scribed for. We also understand that the Bank has the exclusive right to reject this offer in case
the Bank is of the opinion that the required information is not provided or is provided in a dif-
ferent format.

Authorised Signatory
(Name: Contact Person, Phone No., Fax, E-mail)
(This letter should be on the letterhead of the Bidder duly signed by an authorized signatory)
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Annexure 13: Escalation Matrix

Ref: Tender No - GEM/2026/B/7677829 Date: -

To

General Manager (CA&ID),

Central Bank of India,

Central office,

31 Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Sir,

Reg: RFP for Management Audit of Risk Management Department
Escalation Matrix.

Name of the Company

Delivery Related Issues:
Sr. | Name Designation Full Office |Phone |Mobile Email
Address No. address
A First Level Contact
B Second level Contact
C Third level Contact
D Country Head
Service Related Issues:
Sr. | Name Designation Full Phone |Mobile Email
Office No. address
Address

First Level Contact

Second level Contact

Third level Contact

[=N Kol Ko nl R

Country Head

Any change in designation, substitution will be informed by us immediately.

(Signature of the Bidder with Seal)
Full name and Designation of authorized signatory

Date:
Phone No.: E-mail:
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Annexure 14: Query Format

Queries:

Sr. Page # | Point /| Query Banks Response (Bidder Should
No. Section # not fill in this column)

1

2

W

Date:

Authorised Signatory & Stamp
(Name: Contact Person, Phone No., Fax, E-mail)
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Management Department

RFP for Management Audit of Risk

Bidder needs to comply with the eligibility criterion mentioned below. Non-compliance with any of
these criterions would result in outright rejection of bidder’s proposal. Bidder is expected to provide
proof for each of the points for eligibility evaluation criteria. Any credential detail not accompanied
by required relevant proof documents will not be considered for evaluation. All credential letters
should be appropriately bound, labeled and segregated in the respective areas. There is no re-
striction on the number of credentials a bidder can provide.

The decision of Bank pertaining to Eligibility Criteria evaluation would be final and binding on all
the bidders. Bank may accept or reject an offer without assigning any reason whatsoever.

Eligibility of the Bidder

Documents to be submit-
ted

Compliance
(Y/N) and
Details

Bidder’s Financial Strength

13. | Bidder should be a Registered company under | Copy of the Certificate of
Indian  Companies Act.  1956/2013  or | Incorporation issued by
LLP/Partnership firm and should have been in | Registrar of  Compa-
existence for a minimum period of 5 years in In- | nies/Registrar of firms and
dia, as on date of submission of RFP. full address of the regis-

tered office of the bidder
along with Memorandum &
Articles of Association/
Partnership Deed.

14. | Bidder should be registered under G.S.T and/or | Proof of registration with
tax registration in state where bidder has a regis- | GSTIN
tered office.

15. | The bidder must have an average turnover of | Copy of audited Balance
minimum Rs.500 crores per annum during the | Sheet and
last three financial years (i.e. 2022-23, 2023-24, | Certificate of the Chartered
2024-25) in India as per the audited balance | Accountant for preceding
sheet available at the time of submission of ten- | three FYs.
der, of individual company and not as group of
companies.

16. | The bidder should have made operating profits in | Copy of audited Balance
at least two financial years out of last three fi- | Sheet along with profit and
nancial years. (i.e. 2022-23, 2023-24, 2024-25) loss statement and

Certificate of the Chartered
Accountant for preceding
three FYs.

17. | The bidder should have a positive net worth in | Certificate of the Chartered

last three financial years. (i.e. 2022-23, 2023-24,
2024-25)

Accountant for preceding
three FYs.

Bidder Experience

18.

The Bidder must have carried out similar en-
gagement in at least two Scheduled Commercial
Bank ( having business of Rs. 2.0 Lakh Crore)

Credential letter
OR

Copy of Purchase order/
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# Eligibility of the Bidder Documents to be submit- | Compliance
ted (Y/N) and
Details
in India during the last five years Bidder should | Contract copy /Client con-
have carried out similar engagement in any two | firmation email should be
of the below given areas- from company Email id of
i) Credit Risk 1':he cliept. On going pro-
. jects will also be consid-
k) Market Risk
. . ered, however at least 1
) -Operation Risk project should be complet-
m) Asset Liability Management (ALM) od
n) Operational Risk Resiliency Framework ’
(ORRF)
o) Fraud Risk Management
p) Enterprise Risk Management
q) ICAAP(Internal Capital Adequacy As-
sessment Process)
r) Liquidity Risk Management
19. | The bidder must have 100 skilled resources on | Submit the undertaking

the payroll of the company.

self-declaration on Compa-
ny’s letter head

Bidder Compliance

20. | At the time of bidding, the Bidder should not Submit the undertaking
have been blacklisted / debarred/ by any Govt. / | self-declaration on Compa-
IBA/RBI/PSU /PSE/ or Banks, Financial insti- ny’s letter head
tutes for any reason or non-implementation/ de-
livery of the order. Self-declaration to that effect
should be submitted along with the technical bid.

21. | At the time of bidding, there should not have Submit the undertaking
been any pending litigation or any legal dispute | self-declaration on Compa-
in the last five years, before any court of law be- | ny’s letter head
tween the Bidder and the Bank regarding supply
of goods/services.

22. | Bidder should not have - Submit self-declaration on

e NPA with any Bank /financial institu- Company’s letter head.
tions in India
Any case pending or otherwise, with any organi-
zation across the globe which affects the credibil-
ity of the Bidder in the opinion of Central Bank
of India to service the needs of the Bank.

23. | If the bidder is from a country which shares a Certified copy of the regis-
land border with India, the bidder should be reg- | tration certificate
istered with the Competent Authority.

24. | The Bidder should not be owned or controlled Undertaking to be given by

by any Director, officer or employee of Central

the Bidder at time of sub-
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# Eligibility of the Bidder

Documents to be submit-
ted

Compliance
(Y/N) and
Details

Bank of India or by related party having the same
meaning as assigned under section 2(76) of the
companies act or relative having same meaning
as assigned section 2(77) of companies act 2013
read with rule 4 of the companies (specification
of definition details) rules 2014.

mission.

Authorised Signatory
(Name: Contact Person, Phone No., Fax, E-mail)

(This letter should be on the letterhead of the Bidder duly signed by an authorized signatory)
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Annexure 16: Guidelines on Banning of Business Dealing

1.0 GUIDELINES FOR INDIAN AGENTS OF FOREIGN SUPPLIERS

1.0 There shall be compulsory registration of agents for all Global (Open) Tender and Limited Ten-
der. An agent who is not registered with CENTRAL BANK OF INDIA shall apply for registration
in the prescribed Application —Form.

1.1 Registered agents will file an authenticated Photostat copy duly attested by a Notary Pub-
lic/Original certificate of the principal confirming the agency agreement and giving the status being
enjoyed by the agent and the commission/remuneration/salary/ retainer ship being paid by the prin-
cipal to the agent before the placement of order by CENTRAL BANK OF INDIA.

1.2 Wherever the Indian representatives have communicated on behalf of their principals and the
foreign parties have stated that they are not paying any commission to the Indian agents, and the
Indian representative is working on the basis of salary or as retainer, a written declaration to this
effect should be submitted by the party (i.e. Principal) before finalizing the order

2.0 DISCLOSURE OF PARTICULARS OF AGENTS/ REPRESENTATIVES IN INDIA. IF
ANY.

2.1 Tenderers of Foreign nationality shall furnish the following details in their offer:

2.1.1 The name and address of the agents/representatives in India, if any and the extent of authori-
zation and authority given to commit the Principals. In case the agent/representative be a foreign
Bank, it shall be confirmed whether it is real substantial Bank and details of the same shall be fur-
nished.

2.1.2 The amount of commission/remuneration included in the quoted price(s) for such
agents/representatives in India.

2.1.3 Confirmation of the Tenderer that the commission/ remuneration if any, payable to his
agents/representatives in India, may be paid by CENTRAL BANK OF INDIA in Indian Rupees on-

ly.
2.2 Tenderers of Indian Nationality shall furnish the following details in their offers:

2.2.1 The name and address of the foreign principals indicating their nationality as well as their sta-
tus, i.e. whether manufacturer or agents of manufacturer holding the Letter of Authority of the Prin-
cipal specifically authorizing the agent to make an offer in India in response to tender either directly
or through the agents/representatives.

2.2.2 The amount of commission/remuneration included in the price (s) quoted by the Tenderer for
himself.

2.2.3 Confirmation of the foreign principals of the Tenderer that the commission/remuneration, if
any, reserved for the Tenderer in the quoted price (s), may be paid by CENTRAL BANK OF IN-
DIA in India in equivalent Indian Rupees on satisfactory completion of the Project or supplies of
Stores and Spares in case of operation items .
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2.3 In either case, in the event of contract materializing, the terms of payment will provide for pay-
ment of the commission /remuneration, if any payable to the agents/representatives in India in Indi-
an Rupees on expiry of 90 days after the discharge of the obligations under the contract.

2.4 Failure to furnish correct and detailed information as called for in paragraph-2.0 above will ren-
der the concerned tender liable to rejection or in the event of a contract materializing, the same lia-
ble to termination by CENTRAL BANK OF INDIA. Besides this there would be a penalty of ban-
ning business dealings with CENTRAL BANK OF INDIA or damage or payment of a named sum.

1) Introduction

2) Scope

3) Definitions

4) Initiation of banning / suspension

5) Suspension of business dealing

6) Ground on which banning of business dealings can be initiated
7) Banning of business dealings

8) Removal from list of approved agencies —suppliers/contractors
9) Show-cause notice

10) Appeal against the competent authority

11) Review of the decision by the competent authority

12) Circulation of names of agencies with whom business dealings have been banned

1. Introduction

1.1 Central Bank of India, being a Public Sector Enterprise and ‘State’, within the meaning of
Article 12 of Constitution of India, has to ensure preservation of rights enshrined in Chapter I1I of
the Constitution. CENTRAL BANK OF INDIA has also to safeguard its commercial interests.
CENTRAL BANK OF INDIA deals with Agencies, who have a very high degree of integrity,
commitments and sincerity towards the work undertaken. It is not in the interest of CENTRAL
BANK OF INDIA to deal with Agencies who commit deception, fraud or other misconduct in the
execution of contracts awarded / orders issued to them. In order to ensure compliance with the
constitutional mandate, it is incumbent on CENTRAL BANK OF INDIA to observe principles of
natural justice before banning the business dealings with any Agency.

1.2 Since banning of business dealings involves civil consequences for an Agency concerned, it is
incumbent that adequate opportunity of hearing is provided and the explanation, if tendered, is
considered before passing any order in this regard keeping in view the facts and circumstances of
the case.

2. Scope

2.1 The General Conditions of Contract (GCC) of CENTRAL BANK OF INDIA generally
provide that CENTRAL BANK OF INDIA reserves its rights to remove from list of approved
suppliers / contractors or to ban business dealings if any Agency has been found to have
committed misconduct and also to suspend business dealings pending investigation. If such
provision does not exist in any GCC, the same may be incorporated.2.2. Similarly, in case of
sale of material there is a clause to deal with the Agencies / customers/ Buyers, who indulge in
lifting of material in unauthorized manner. If such a stipulation does not exist in any Sale
Order, the same may be incorporated.

2.3 However, absence of such a clause does not in any way restrict the right of Bank
(CENTRAL BANK OF INDIA) to take action / decision under these guidelines in appropriate
cases.
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2.4 The procedure of (i) Removal of Agency from the List of approved suppliers / contractors; (ii)
Suspension and (iii) Banning of Business Dealing with Agencies, has been laid down in these
guidelines.

2.5 These guidelines apply to all the Units and subsidiaries of CENTRAL BANK OF INDIA.

2.6 It is clarified that these guidelines do not deal with the decision of the Management not to
entertain any particular Agency due to its poor / inadequate performance or for any other reason.
2.7 The banning shall be with prospective effect, i.e., future business dealings.

3. Definitions

In these Guidelines, unless the context otherwise requires:

1)

2)

3)

4)

‘Party / Contractor / Supplier / Purchaser / Customer/Bidder/Tenderer’ shall mean and include a
public limited Bank or a private limited Bank, a firm whether registered or not, an individual, a
cooperative society or an association or a group of persons engaged in any commerce, trade, in-
dustry, etc. ‘Party / Contractor / Supplier / Purchaser / Customer/ Bidder / Tenderer’ in the con-
text of these guidelines is indicated as ‘Agency’.

‘Inter-connected Agency’ shall mean two or more companies having any of the following fea-

tures:

i. Ifone is a subsidiary of the other;

ii. If the Director(s), Partner(s), Manager(s) or Representative(s) are common;

iii. If management is common,;

iv. If one owns or controls the other in any manner.

‘Competent Authority’ and ‘Appellate Authority’ shall mean the following:

i. For Bank (entire CENTRAL BANK OF INDIA) wide Banning Executive Director (GAD)
shall be the “Competent Authority” for the purpose of these guidelines. Chairman & Manag-
ing Director, CENTRAL BANK OF INDIA shall be the “Appellate Authority” in respect of
such cases except banning of business dealings with Foreign Suppliers of imported
coal/coke.

ii. For banning of business dealings with Foreign Suppliers of imported goods, CENTRAL
BANK OF INDIA Executive Directors” Committee (EDC) shall be the “Competent Authori-
ty”. The Appeal against the Order passed by EDC, shall lie with Chairman & Managing Di-
rector, as First Appellate Authority.

iii. In case the foreign supplier is not satisfied by the decision of the First Appellate Authority, it
may approach CENTRAL BANK OF INDIA Board as Second Appellate Authority.

iv. For Zonal Offices Only

Any officer not below the rank of Deputy General Manager appointed or nominated by the
Head of Zonal Office shall be the “Competent Authority” for the purpose of these
guidelines. The Head of the concerned Zonal Office shall be the “Appellate Authority” in all
such cases. e) For Corporate Office only

For procurement of items / award of contracts, to meet the requirement of Corporate Office
only, Head of GAD shall be the “Competent Authority” and concerned Executive Director
(GAD) shall be the “Appellate Authority”.

v. Chairman & Managing Director, CENTRAL BANK OF INDIA shall have overall power to
take suo-moto action on any information available or received by him and pass such order(s)
as he may think appropriate, including modifying the order(s) passed by any authority under
these guidelines.

‘Investigating Department’ shall mean any Department or Unit investigating into the conduct of

the Agency and shall include the Vigilance Department, Central Bureau of Investigation, the
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State Police or any other department set up by the Central or State Government having powers
to investigate.

5) ‘List of approved Agencies - Parties / Contractors / Suppliers / Purchasers / Customers / Bidders
/ Tenderers shall mean and include list of approved / registered Agencies - Parties/ Contractors /
Suppliers / Purchasers / Customers / Bidders / Tenderers, etc.

4. Initiation of Banning / Suspension

Action for banning / suspension business dealings with any Agency should be initiated by the
department having business dealings with them after noticing the irregularities or misconduct on
their part. Besides the concerned department, Vigilance Department of each Unit /Corporate
Vigilance may also be competent to advise such action.

5. Suspension of Business Dealings

5.1 If the conduct of any Agency dealing with CENTRAL BANK OF INDIA is under
investigation by any department (except Foreign Suppliers of imported goods), the Competent
Authority may consider whether the allegations under investigation are of a serious nature and
whether pending investigation, it would be advisable to continue business dealing with the
Agency. If the Competent Authority, after consideration of the matter including the
recommendation of the Investigating Department, if any, decides that it would not be in the
interest to continue business dealings pending investigation, it may suspend business dealings
with the Agency. The order to this effect may indicate a brief of the charges under investigation. If it
is decided that inter-connected Agencies would also come within the ambit of the order of
suspension, the same should be specifically stated in the order. The order of suspension would
operate for a period not more than six months and may be communicated to the Agency as also to
the Investigating Department. The Investigating Department may ensure that their investigation is
completed and whole process of final order is over within such period.

5.2 The order of suspension shall be communicated to all Departmental Heads within the Plants /
Units. During the period of suspension, no business dealing may be held with the Agency.

5.3 As far as possible, the existing contract(s) with the Agency may continue unless the
Competent Authority, having regard to the circumstances of the case, decides otherwise.

5.4 If the gravity of the misconduct under investigation is very serious and it would not be in the
interest of CENTRAL BANK OF INDIA, as a whole, to deal with such an Agency pending
investigation, the Competent Authority may send his recommendation to ED (GAD), CENTRAL
BANK OF INDIA Corporate Office along with the material available. If Corporate Office
considers that depending upon the gravity of the misconduct, it would not be desirable for all the
Units and Subsidiaries of CENTRAL BANK OF INDIA to have any dealings with the Agency
concerned, an order suspending business dealings may be issued to all the Units by the Competent
Authority of the Corporate Office, copy of which may be endorsed to the Agency concerned.
Such an order would operate for a period of six months from the date of issue.

5.5 For suspension of business dealings with Foreign Suppliers of imported goods, following
shall be the procedure:-

1) Suspension of the foreign suppliers shall apply throughout the Bank including Subsidiaries.

ii) Based on the complaint forwarded by ED (GAD) or received directly by Corporate
Vigilance, if gravity of the misconduct under investigation is found serious and it is felt that it
would not be in the interest of CENTRAL BANK OF INDIA to continue to deal with such
agency, pending investigation, Corporate Vigilance may send such recommendation on the matter
to Executive Director, GAD to place it before Executive Directors Committee (EDC) with ED
(GAD) as Convener of the Committee. The committee shall expeditiously examine the report,
give its comments/recommendations within twenty one days of receipt of the reference by ED,
GAD.
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ii1) If EDC opines that it is a fit case for suspension, EDC may pass necessary orders which shall
be communicated to the foreign supplier by ED, GAD.

5.6 If the Agency concerned asks for detailed reasons of suspension, the Agency may be
informed that its conduct is under investigation. It is not necessary to enter into correspondence or
argument with the Agency at this stage.

5.7 It is not necessary to give any show-cause notice or personal hearing to the Agency before
issuing the order of suspension. However, if investigations are not complete in six months’ time,
the Competent Authority may extend the period of suspension by another three months, during
which period the investigations must be completed.

6. Ground on which Banning of Business Dealings can be initiated

6.1 If the security consideration, including questions of loyalty of the Agency to the State, so
warrant;

6.2 If the Director / Owner of the Agency, proprietor or partner of the firm, is convicted by a
Court of Law for offences involving moral turpitude in relation to its business dealings with the
Government or any other public sector enterprises or CENTRAL BANK OF INDIA, during the last
five years;

6.3 If there is strong justification for believing that the Directors, Proprietors, Partners, owner of
the Agency have been guilty of malpractices such as bribery, corruption, fraud, substitution of
tenders, interpolations, etc.;

6.4 If the Agency continuously refuses to return / refund the dues of CENTRAL BANK OF
INDIA without showing adequate reason and this is not due to any reasonable dispute which
would attract proceedings in arbitration or Court of Law;

6.5 If the Agency employs a public servant dismissed / removed or employs a person convicted for
an offence involving corruption or abetment of such offence;

6.6 If business dealings with the Agency have been banned by the Govt. or any other public sector
enterprise;

6.7 If the Agency has resorted to Corrupt, fraudulent practices including misrepresentation of facts
and / or fudging /forging /tampering of documents;

6.8 If the Agency uses intimidation / threatening or brings undue outside pressure on the Bank
(CENTRAL BANK OF INDIA) or its official in acceptance / performances of the job under the
contract;

6.9 If the Agency indulges in repeated and / or deliberate use of delay tactics in complying with
contractual stipulations;

6.10 Wilful indulgence by the Agency in supplying sub-standard material irrespective of whether
pre-dispatch inspection was carried out by Bank (CENTRAL BANK OF INDIA) or not;

6.11 Based on the findings of the investigation report of CBI / Police against the Agency for
malafide / unlawful acts or improper conduct on his part in matters relating to the Bank
(CENTRAL BANK OF INDIA) or even otherwise;

6.12 Established litigant nature of the Agency to derive undue benefit;

6.13 Continued poor performance of the Agency in several contracts;

6.14 If the Agency misuses the premises or facilities of the Bank (CENTRAL BANK OF INDIA),
forcefully occupies, tampers or damages the Bank’s properties including land, water resources,
forests / trees, etc.

(Note: The examples given above are only illustrative and not exhaustive. The Competent
Authority may decide to ban business dealing for any good and sufficient reason).

7. Banning of Business Dealings

7.1 A decision to ban business dealings with any Agency should apply throughout the Bank
including Subsidiaries.

7.2 There will be a Standing Committee in each Zone to be appointed by Head of Zonal Office for
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processing the cases of “Banning of Business Dealings” except for banning of business dealings
with foreign suppliers of goods. However, for procurement of items / award of contracts, to
meet the requirement of Corporate Office only, the committee shall be consisting of General
Manager / Dy. General Manager each from Operations, Law & GAD. Member from GAD shall be
the convener of the committee. The functions of the committee shall, inter-alia include:
1) To study the report of the Investigating Agency and decide if a prima-facie case for Bank-
wide / Local unit wise banning exists, if not, send back the case to the Competent Authority.
2) To recommend for issue of show-cause notice to the Agency by the concerned department.
3) To examine the reply to show-cause notice and call the Agency for personal hearing, if
required.
4) To submit final recommendation to the Competent Authority for banning or otherwise.

7.3 If Bank wide banning is contemplated by the banning Committee of any Zone, the proposal
should be sent by the committee to ED (GAD) through the Head of the Zonal Office setting out
the facts of the case and the justification of the action proposed along with all the relevant papers
and documents. GAD shall get feedback about that agency from all other Zones and based on this
feedback, a prima-facie decision for banning / or otherwise shall be taken by the Competent
Authority. At this stage if it is felt by the Competent Authority that there is no sufficient ground for
Bank wide banning, then the case shall be sent back to the Head of Zonal Office for further action
at the Zone level. If the prima-facie decision for Bank-wide banning has been taken, ED (GAD)
shall issue a show-cause notice to the agency conveying why it should not be banned throughout
CENTRAL BANK OF INDIA.

After considering the reply of the Agency and other circumstances and facts of the case, ED
(GAD) will submit the case to the Competent Authority to take a final decision for Bank-wide
banning or otherwise.

7.4 1f the Competent Authority is prima-facie of view that action for banning business dealings with
the Agency is called for, a show-cause notice may be issued to the Agency as per paragraph 9.1
and an enquiry held accordingly.

7.5 Procedure for Banning of Business Dealings with Foreign Suppliers of imported goods.

1) Banning of the agencies shall apply throughout the Bank including Subsidiar-
ies.

2) Based on the complaint forwarded by ED (GAD) or received directly by Corporate Vigi-
lance, if gravity of the misconduct under investigation is found serious and it is felt that it
would not be in the interest of CENTRAL BANK OF INDIA to continue to deal with such
agency, pending investigation, Corporate Vigilance may send such recommendation on the
matter to Executive Director, GAD to place it before Executive Directors’ Committee
(EDC) with ED (GAD) as Convener of the Committee.

3) The committee shall expeditiously examine the report, give its com-
ments/recommendations within twenty one days of receipt of the reference by ED, GAD.

4) If EDC opines that it is a fit case for initiating banning action, it will direct ED (GAD) to
issue show-cause notice to the agency for replying within a reasonable period.

5) On receipt of the reply or on expiry of the stipulated period, the case shall be submitted
by ED (GAD) to EDC for consideration & decision.

6) The decision of the EDC shall be communicated to the agency by ED (GAD).

8. Removal from List of Approved Agencies - Suppliers / Contractors, etc.

8.1 If the Competent Authority decides that the charge against the Agency is of a minor nature, it
may issue a show-cause notice as to why the name of the Agency should not be removed from
the list of approved Agencies - Suppliers / Contractors, etc.

8.2 The effect of such an order would be that the Agency would not be disqualified from
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Competing in Open Tender Enquiries but Limited Tender Enquiry (LTE) may not be given to the
Agency concerned.
8.3 Past performance of the Agency may be taken into account while processing for approval of

the Competent Authority for awarding the contract.
9. Show Cause Notice

9.1 In case where the Competent Authority decides that action against an Agency is called for, a
show-cause notice has to be issued to the Agency. Statement containing the imputation of
misconduct or misbehavior may be appended to the show-cause notice and the Agency should be
asked to submit within 15 days a written statement in its defense.
9.2 If the Agency requests for inspection of any relevant document in possession of CENTRAL
BANK OF INDIA, necessary facility for inspection of documents may be provided.
9.3 The Competent Authority may consider and pass an appropriate speaking order:

i. For exonerating the Agency if the charges are not established;

ii. For removing the Agency from the list of approved Suppliers / Contactors, etc.

iii. For banning the business dealing with the Agency.

9.4 If it decides to ban business dealings, the period for which the ban would be operative may be
mentioned. The order may also mention that the ban would extend to the interconnected Agencies
of the Agency.

10. Appeal against the Decision of the Competent Authority

10.1 The Agency may file an appeal against the order of the Competent Authority banning
business dealing, etc. The appeal shall lie to Appellate Authority. Such an appeal shall be
preferred within one month from the date of receipt of the order banning business dealing, etc.

10.2 Appellate Authority would consider the appeal and pass appropriate order which shall be
communicated to the Agency as well as the Competent Authority.

11. Review of the Decision by the Competent Authority

Any petition / application filed by the Agency concerning the review of the banning order
passed originally by Competent Authority under the existing guidelines either before or after filing
of appeal before the Appellate Authority or after disposal of appeal by the Appellate Authority, the
review petition can be decided by the Competent Authority upon disclosure of new facts /
circumstances or subsequent development necessitating such review. The Competent Authority
may refer the same petition to the Standing Committee/EDC as the case may be for examination
and recommendation.

12. Circulation of the names of Agencies with whom Business Dealings have been
banned

12.1 Depending upon the gravity of misconduct established, the Competent Authority of the
Corporate Office may circulate the names of Agency with whom business dealings have been
banned, to the Government Departments, other Public Sector Enterprises, etc. for such action as
they deem appropriate.

12.2 If Government Departments or a Public Sector Enterprise request for more information
about the Agency with whom business dealings have been banned, a copy of the report of
Inquiring Authority together with a copy of the order of the Competent Authority / Appellate
Authority may be supplied.

12.3 If business dealings with any Agency has been banned by the Central or State Government or
any other Public Sector Enterprise, CENTRAL BANK OF INDIA may, without any further
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enquiry or investigation, issue an order banning business dealing with the Agency and its inter-
connected Agencies.

12.4  Based on the above, Zonal Offices may formulate their own procedure for implementation of
the Guidelines and same be made a part of the tender documents.
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Annexure 17: Undertaking of Information Security from Bidder

Ref: Tender No - GEM/2026/B/7677829 Date: -

To,

General Manager (CA&ID),

Central Bank of India,

Central office,

31 Floor, Ewart House, Homi Modi Street
Fort, Mumbai- — 400001

Sir,
Reg:- RFP for Management Audit of Risk Management Department of the Bank

We hereby undertake that the proposed product/tool to be used/ supplied will be free of malware,
free of any obvious bugs and free of any covert channels in the code (of the version of the software
being delivered as well as any subsequent versions/modifications done) which may lead to any data
leakage/compromise of the server/solution or any cyber security incident in future.

We also undertake that :-

1) The product/ tool used offered / used , as part of the contract, does not contain Embedded

Malicious Code that would activate procedures to:

1) Inhibit the desires and designed function of the equipment.

ii) Cause physical damage to the user or equipment during the exploitation.
iii) Tap information resident or transient in the equipment/network

2) The firm will be considered to be in breach of the procurement contract, in case physical
damage, loss of information or infringements related to copyright and Intellectual Property
Right (IPRs) are caused due to activation of any such malicious code in embedded software
and any loss occurring due to the above may be recovered from the existing contracts.

3) To ensure that the setup / link provided for updation / downloading / authorisation of
licenses either on Banks network or through Internet should be free of any malware / viruses
etc. Any damages / losses caused to Bank due to aforesaid shall be passed on to the bidder
account.

Yours faithfully,
(Signature of the Bidder with Seal)
Full name and Designation of authorized signatory

Date:
Phone No.: E-mail:
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Annexure 18: Software Bill of Material (SBOM) Format

If the bidder uses any tool in bank’s environment for consultancy services, the following format
needs to be submitted.

SBOM FORMAT
License
Type of Type
. Softw So};‘?ware Installed Late y(p No. of OEM/A
S | Applic | are . st Licenses/
N | ation | Packa ( VERT Versi Perpetu AMC hilE
Name . AppNVeb/DB Installed on al/ | validity Vendor
/Middleware) Date Subscri
ption )
1
2
3
4

The bidder must submit only such document as assurance regarding the accuracy, completeness and

timelines of SBOM.

Yours faithfully,

(Signature of the Bidder with Seal)

Full name and Designation of authorized signatory

Date:
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Annexure 19: Template for Third Party due Diligence Questionnaire

Third Party Name

Third Party Location

Service Description

S. | Domain Sub-domain Control question Re- om-

N. spons ments (If

e ny)

(To be filled by
Third Party)

1 Governance | Strategy & Op- | Do you have a dedicated information /

erating Model cyber security team, responsible for infor-

mation security governance across the or-
ganization?

2 Governance

Policies, Stand-

Do you have information / cyber security

ards & Architec- | policy?
ture
3 Governance | Policies, Stand- | Are all your policies and procedures re-
ards & Architec- | viewed periodically?
ture
4 Governance | Cyber Risk Cul- | Do you perform periodic risk assessments?
ture & Behav- If Yes, please define the frequency
iour
5 Governance | Cyber Risk Is your environment ISO 27001: 2013 cer-
Management, tified for the scope of the service being of-
Metrics & Re- fered to Central Bank of India? If Yes,
porting please provide the latest copy of the certi-
fication and specify the scope of imple-
mentation.
6 Governance | Cyber Risk Is your environment SOC 2 Type II attest-
Management, ed or certified for the scope of the service
Metrics & Re- being offered to Central Bank of India?
porting
7 Governance | Cyber Risk Is your environment PCI - DSS certified
Management, for the scope of the service being offered
Metrics & Re- to Central Bank of India?
porting
8 Governance | Cyber Risk Are appropriate procedures & controls im-
Management, plemented to ensure compliance with the
Metrics & Re- usage of proprietary software products?
porting
9 Resilient Incident & Cri- | Do you have a formal document for inci-
sis Readiness dent management?
10 | Resilient Incident & Cri- | Is awareness training given to your em-
sis Readiness ployees to identify information security
events?
11 | Resilient Incident & Cri- | Do you have a formal cyber crisis man-

sis Readiness

agement plan?
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12 | Resilient Incident Re- a. Have you ever experienced a cybersecu-
sponse rity incident or data breach in last 3 years?

This includes network, systems, software,
etc.
b. Will you notify Central Bank of India
about any security, privacy incident, and
event of disaster affecting Central bank of
India services within 2 hrs. of incident be-
ing identified?
c. Are the root cause analysis is performed
for the security incidents.

13 | Resilient Incident Re- Please provide details if you have ever

sponse been subject to any enforcement actions,
investigations or litigation related to priva-
cy or information security?

14 | Resilient BCP /DR Do you have a Business Continuity / Dis-
aster Recovery Plan in place at an organi-
zation level?

15 | Resilient BCP /DR Have you identified the events that could
cause interruptions to business process?

16 | Resilient BCP /DR

17 | Resilient BCP /DR Do you have a failover site? Please de-
scribe if that is Hot, Warm or Cold site.

18 | Resilient BCP /DR Is there sufficient redundant capacity to
ensure services are not impacted in multi-
tenant environments during peak usage?

19 | Resilient BCP /DR If You store Central Bank of India data
- is backed up data tested on a regular ba-
sis?

- is data backup encrypted?
20 | Information | Penetration Do you periodically perform External IS
Security Testing & Vul- | Audit/ VAPA
nerability Scan-
ning
21 | Information | Security Event 1. Do you have mechanism to preserve
Security Monitoring Audit trail logs?
22 | Information | Network Securi- | Have you implemented Advance cyber se-
Security ty curity controls/ tools (eg. WAF, DDoS,
Firewall , SIEM etc)
23 | Information | Customer Data | Do you have the technical capabilities to
Security Protection identify & segregate Central Bank of In-

dia's data [including Bank’s customer data]
from other entities data and maintain con-
fidentiality & integrity? Please describe
and share the evidence.
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24 | Ethics, Ethics, Regula- | Has the third-party or has any of the third-
Regulatory | tory & Compli- | party's owners directors/ sharehold-
& Compli- | ance ers/employees been the subject of any alle-
ance gations, investigation, conviction and/or
other relevant criminal practices relating to
bribery or corruption in the last three
years?

25 | Ethics, Ethics, Regula- | Has the third-party complied with all ap-

Regulatory | tory & Compli- | plicable provisions of HR-related Acts,

& Compli- | ance including, but not limited to Contract La-

ance bour (Regulation & Abolition) Act, Mini-
mum Wages Act, Payment of Wages Act,
Maternity Benefits Act, Payment of Gra-
tuity Act, Equal Remuneration Act, Em-
ployee's Compensation Act, etc.?

26 | Ethics, Ethics, Regula- | In the last three years has the third-party

Regulatory | tory & Compli- | received any local/governmental citations
& Compli- | ance or fines relating to labour issues?
ance
27 | Data Priva- | Monitoring & Do you have Adequate data privacy and
cy Enforcement security controls in place to protect data
integrity and confidentiality.
28 | Data Priva- | Monitoring & Do you have and regular data privacy
cy Enforcement training and awareness module for your
employees?

29 | Operational | HR/Personnel Do you perform a background screening or
Security check prior to allowing constituent access

to systems and data?

30 | Operational | Operation Man- | Does the third-party have a defined process
agement for tracking and ensuring compliance to

SLAs / KPIs agreed with Central Bank of
India?

31 | Operational | Operation Man- | Are there adequate controls in place to

agement monitor the activities undertaken through
sub-contracting, including tracking of er-
rors, etc.?

32 | Operational | Supply Chain Do you have documented & approved Or-
Risk Manage- ganization level outsourcing risk manage-
ment ment policy/framework to govern your

third parties you are dependent upon?

33 | Operational | Supply Chain i. Have you obtained the prior consent
Risk Manage- from Central Bank of India for subcon-
ment tracting complete or partial activities to

third party[ies]
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34

Operational

Supply Chain
Risk Manage-
ment

Does your Agreement /Contract with your
third parties who will be involved in provi-
sioning/rendering services to Central Bank
of India include

a. Information/Data security/Regulatory
requirements and applicable data security
standards, privacy laws & data localization
requirements

b. Confidentiality

c. Business Continuity

d. Right to audit & seek information from
the service provider.

35

Strategic
and Geo-
graphical

Country risk as-
sessment

Do the third party provides service from
India.

36

Strategic
and Geo-
graphical

Adverse Media

Has there been any adverse media pub-
lished against the third party in past 2 years
(relating to Financial Reporting, AML,
Human Rights, Environmental Laws, Oth-
ers etc.). If Yes, please describe

37

Financial
Risk

Revenue Trend

Does the third party have a positive Net
Worth/ Revenue Trend for last 3 financial
years?

38

Regulatory
and Super-
visory re-

quirements

whether the service provider is located in
India or abroad,

the Service provide shall ensure that the
outsourcing should neither impede nor
interfere with the ability of the Bank to ef-
fectively oversee and manage the outsourc-
ing

activities. Further, the Service provide
shall ensure that the outsourcing does not
impede

the RBI/ Auditor in carrying out its super-
visory functions and objectives.

39

Physical
security

Physical & En-
vironmental Se-
curity

a. Does vendor have physical and envi-
ronmental security measures in place like
CCTV, Fire extinguisher, fire alarm,
Smoke detector, biometric, UPS, AC, etc.
b. Is there regular fire drills performed?

I /We hereby certified that the above information/data provided is correct and true. Bank can call for
Evidence/ Documentary proof/ data in support of the above information for Audit / internal purpose
anytime and the same will be provided and submitted to Bank as and when required.

Authorized Signatory
Name & Designation of Authorized Signatory
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